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Preface

Manual Objectives

The VAXELN Internals Manual describes the data structures, algo-
rithms, and internal components of Version 4.0 of the VAXELN Kernel
and a number of its associated subsystems. The detailed information
presented in this manual should help VAXELN system designers and
programmers understand how a VAXELN system functions and how
best to take advantage of certain features of the VAXELN software.

There is no guarantee that any data structure or subroutine described
in this manual will remain the same in subsequent releases of the
VAXELN software. Therefore, the ultimate authority on how the kernel
or any other component of the system works is the source code for that
component.

Intended Audience

This manual is for VAXELN system architects and programmers who
understand VAXELN programming and the VAX architecture and

assembly language in depth and who need to understand the internal
implementation of the VAXELN Kernel and its associated subsystems.
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Structure of This Document
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The VAXELN Internals Manual contains the following chapters and
appendixes:

¢ Chapter 1, Overview: The Role of the VAXELN Kernel, introduces
the internals of the VAXELN Kernel.

* Chapter 2, The VAXELN System Image, describes the structure
and function of a VAXELN system image.

¢ Chapter 3, System Bootstrap, Kernel Initialization, and Application
Start-Up, describes the kernel’s initialization and the start-up of
applications jobs.

* Chapter 4, Job and Process Creation and Deletion, describes
the data structures and operations that support job and process
creation and termination.

* Chapter 5, Software Interrupts, Kernel Synchronization, and Time
Support, describes the data structures and operations that support
the software interrupts, kernel synchronization, and time services.

¢ Chapter 6, Condition Handling, describes the data structures and
operations that enable the kernel to detect, deliver, and handle
exceptions, asynchronous exceptions, and software conditions.

¢ Chapter 7, Error and Event Reporting, describes the data structure
and operations that support error logging, machine-check handling,
and bugchecks.

¢ Chapter 8, Kernel Procedures and Procedure Dispatching, describes
how the kernel dispatches calls to its procedure code.

¢ Chapter 9, Memory Management and Dynamic Allocation, describes
the data structures and operations that support virtual address
translation and the allocation of physical and virtual memory.

* Chapter 10, Kernel Objects and Their Management, describes the
data structure and operations that support the creation, use, and
deletion of kernel objects.

¢ Chapter 11, Job and Process Synchronization, describes the data
structures and operations that enable processes to synchronize
their execution by waiting for kernel objects.

* Appendix A, Kernel Parameters and Data, describes the System
Builder parameters and dynamic data used by the kernel.



Appendix B, Kernel Data Structures, summarizes the data struc-
tures manipulated by the kernel.

Associated Documents

In addition to the VAXELN Internals Manual, the VAXELN documen-
tation set contains the following guides and reference manuals:

VAXELN Release Notes. These notes describe enhancements made
to the last version of VAXELN, current restrictions, and additions
to documentation.

VAXELN Installation Guide. This manual describes the VAXELN
installation procedure.

Introduction to VAXELN. This manual surveys the features of the
VAXELN Toolkit, introduces VAXELN programming concepts and

practices, and illustrates the design, coding, building, and running
of a sample VAXELN application.

VAXELN Development Utilities Guide. This manual explains how
to use the VAXELN Host System Software and other utilities to
develop and run VAXELN applications.

VAXELN Run-Time Facilities Guide. This manual is a guide to
using the VAXELN Run-Time Software.

VAXELN Application Design Guide. This manual contains sample
VAXELN applications for use and reference in designing VAXELN
applications.

VAXELN Pascal Language Reference Manual. This manual de-
scribes the components of the VAXELN Pascal language and the
Pascal program-development process.

VAXELN Pascal Run-Time Library Reference Manual. This man-
ual describes the VAXELN Pascal interface to kernel and utility
procedures.

VAXELN C Run-Time Library Reference Manual. This manual is
a guide to C programming under VAXELN and describes the C
interface to kernel and utility procedures.

VAXELN FORTRAN Run-Time Library Reference Manual. This
manual is a guide to FORTRAN programming under VAXELN and
describes the FORTRAN interface to kernel and utility procedures.

VAXELN Guide to DECwindows. This manual describes how
to program and build dedicated, real-time applications that use
VAXELN and DECwindows software in concert.
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* VAXELN Messages Manual. This manual describes the messages
issued by the VAXELN Toolkit. Each message description in-
cludes an explanation and, where applicable, a suggested recovery
procedure.

e VAXELN Master Index and Glossary. This index and glossary
include index entries and glossary terms for the manuals in the
VAXELN documentation.

The following documents are relevant to a discussion of VAXELN
internals and will enhance your understanding of the information
presented in this manual:

* VAX Procedure Calling and Condition Handling Standard. This
document, part of the VMS documentation, defines the standards
for all external interfaces that can be called from Digital’s sup-
ported, standard system software and all external procedure calls
generated by standard Digital language processors.

* VMS Linker Reference Manual. This manual describes how the
VMS Linker works and how to use it.

® VAX Architecture Handbook. This handbook provides a detailed
technical description of the VAX architecture, including virtual
addresses, data representations, instruction formats, addressing
modes, interrupt schemes, and memory management.

* VAX Hardware Handbook. This handbook provides general tech-
nical information for the VAX hardware product line. It includes
descriptions and specifications for the VAX processors, data storage
systems and devices, VAXcluster configurations, and communication
products.

e VAX/VMS Internals and Data Structures. This book describes in

detail the operation of the VMS operating system executive and its
associated subsystems.



Conventions

The following conventions are used throughout this manual:

Convention

Meaning

kernel

module

data structures

<15:5>

The term kernel refers to the VAXELN Kernel, the real-
time executive software that enables VAXELN systems
to execute. In some usages, the term refers to the
kernel’s image file, such as QBUSKER.EXE. In others,
it refers to the characteristics or actions of a procedure,
subroutine, or service routine that resides within the
kernel image portion of a VAXELN system image and is
mapped into system virtual address space at run time.

The term module refers to a VAXELN system source
file. A module name that appears without a facility
name prefix ([facility]) is assumed to be a part of the
[KERNEL] facility. Modules that are not part of the
kernel are further identified by their facility names;
for example, module [DEBUGJLOCALNUC refers to a
module that is part of the VAXELN debugger.

Unless otherwise noted, illustrations of data struc-
tures and memory are aligned on longword boundaries.
Furthermore, the lowest addresses appear at the top
right portion of the diagram and increase toward the left
and bottom.

Bit fields are shown between angle brackets. The upper
and lower bounds of the field are shown from left to
right, separated by a colon. For example, the notation
<15:5> represents a bit field that contains bits 5 through
15 in a word.
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Convention

Meaning

Lists

decimal notation

UPPERCASE

characters

The following conventions apply to lists:

e In lists that convey information with no order or
hierarchy, list elements are indicated by bullets (e ).
Sublists without hierarchy are indicated by dashes
(—).

e In lists that convey ordered operations, list ele-
ments are numbered. Sublists that indicate ordered
operations are lettered.

e In numbered lists that relate to numbered items in
a figure, element numbers are enclosed in circles,

for example, @.

Numeric values are represented in decimal notation
unless otherwise noted.

Vertical ellipsis points in a figure or example indicate
that unnecessary or repetitive information has been
omitted.

VAXELN and language-specific reserved words and iden-
tifiers are printed in uppercase characters, except for

reserved words in C, which is a case-sensitive language.
These terms are presented in bold lowercase characters.




Chapter 1

Overview: The Role ofthe VAXELN
Kernel

The VAXELN Internals Manual describes the essential data structures
and operations of the VAXELN real-time executive software, called
the VAXELN Kernel. Viewed by the VAXELN programmer, the kernel
presents an interface composed of a set of objects, representing such
real-time entities as devices and synchronization points, and a set of
procedures for creating and manipulating those objects.

The VAXELN programmer requires no special knowledge of these ob-
jects and procedures beyond their functional characteristics and calling
sequences, as described in the user documentation, to create sophis-
ticated real-time applications entirely in high-level languages. One

of the major advantages of the VAXELN Toolkit is just this packag-
ing of complex operations in a simple programming and development
interface.

This manual presents information beyond that strictly required by
VAXELN programmers in the belief that detailed technical knowledge
of the kernel allows users to perform the following kinds of tasks more
effectively:

* Design and code real-time and dedicated applications for maximum
performance

* Tune System Builder parameters for optimized use of system re-
sources

¢ Understand run-time behavior and troubleshoot problems

® Match processor and peripheral capacities to application require-
ments
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¢ Understand overall system operation and interpret source code
listings
* Modify and customize system components

To this end, the VAXELN Internals Manual focuses almost exclusively
on the data structures and operations of the kernel, to the exclusion
of other system components, such as common device drivers, run-time
libraries, and file service. The System Builder and debugger utilities
are discussed inasmuch as they significantly support or interact with
the kernel. This focus on the VAXELN Kernel emphasizes its central
role in the VAXELN programming environment.

This first chapter begins the close examination of the kernel by provid-
ing an overview of its role in supporting the execution of a VAXELN
application. The following sections survey the structure and opera-
tion of the kernel (Section 1.1), the functions provided by the kernel
(Section 1.2), and the kernel’s relationship to the VAX architecture
and hardware (Section 1.3). This overview material, however, can in
no way substitute for a thorough knowledge of VAXELN derived from
the user documentation and actual VAXELN programming experience.
The VAXELN Run-Time Facilities Guide provides a starting point for
preparation for the profitable use of this manual.

The remaining chapters of the manual fall roughly into three parts.
Chapters 2 through 4 describe the foundation on which VAXELN ap-
plications execute: the structure and function of the system image,
system initialization, and the creation of jobs and processes. Chapters
5 through 10 describe the kernel’s control mechanisms: internal syn-
chronization and timing, condition-handling logic, error and event
reporting, kernel procedure dispatching, memory management, and
kernel object management. A chapter on scheduling will join this part
in a later edition. Chapter 11 returns attention to the job and process
level by describing synchronization mechanisms. Chapters on device
handling and communication will round out this part in a later edition.

1.1 Kernel Structure and Operation

The VAXELN Kernel was designed to provide a core of real-time func-
tionality, such as multitasking and synchronization, that takes full
advantage of the VAX architecture with a minimum of system over-
head. The kernel image and a program provided by the user can
potentially constitute the entire application system. More elaborate
services, such as a file system or a terminal driver, can be added as
they are needed. This leaves the programmer free to decide when the
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cost of adding a service is too high. The core of functionality remains
and can be used to build additional features the programmer requires.

The general philosophy behind the structure and operation of the
kernel can be summarized as follows:

* Provide a small, efficient core of real-time functions. This allows
applications to run on small memory targets and eliminates much
of the overhead associated with conventional operating systems.

* Provide a simplified approach to real-time programming through
the use of kernel objects and procedures to represent real-time
entities and operations. This approach gives programmers full
access to the VAX hardware from high-level languages, a distinct
advantage in productivity and maintainability, especially for device-
handling applications.

* Exploit fully the VAX hardware to provide assistance in accomplish-
ing system tasks. For example, the kernel employs the VAX mem-
ory management hardware to perform virtual address translation
and memory protection.

* Keep system and user components memory-resident at all times.
Eliminating memory paging simplifies memory management and
scheduling, makes address-translation times fast and predictable,
and allows VAXELN systems to run in a diskless environment.

The kernel further increases its efficiency by not competing with user
processes for system resources and processor cycles. The kernel itself
creates no processes for its own use; that is, it does not function as
an independently executing monitor program. Rather, it is a highly
structured collection of data, procedures, and interrupt and exception
service routines that execute when they are called from user code or
activated in response to process or system events. The kernel runs
exclusively at boot time to initialize the system and activate the user’s
application. Thereafter, the kernel is strictly driven by events. Its code
is executed when kernel procedures are called, when hardware devices
generate interrupts, or when processor or device controller microcode
detects an error or anomaly.
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1.2 Functions Provided by the Kernel

This section summarizes the major functions provided by the VAXELN
Kernel. These kernel functions fall roughly into three classes:

* Initialization mechanisms: the system image (Section 1.2.1); sys-
tem initialization (Section 1.2.2); and job and process creation
(Section 1.2.3)

¢ Control mechanisms: software interrupts, kernel synchronization,
and time services (Section 1.2.4); condition handling (Section 1.2.5);
error and event reporting (Section 1.2.6); kernel procedure dis-
patching (Section 1.2.7); memory management (Section 1.2.8);
object management (Section 1.2.9); and job and process scheduling
(Section 1.2.10)

¢ Job-level support: job and process synchronization (Section 1.2.11);
device handling (Section 1.2.12); and interjob communication
(Section 1.2.13)

As the following sections indicate, these functions are also the subjects
of the remaining chapters of this manual.

1.2.1 VAXELN System Image

A VAXELN system image is a file created by the System Builder, which
combines the appropriate kernel image and data, system software, user
programs, and shareable images into an image that can be loaded and
executed on a target VAX processor. In general, the System Builder
lays the groundwork for the efficient operation of the kernel by ar-
ranging system components and data to be readily accessible at run
time. For example, the System Builder resolves program references to
locations in shareable images so that this operation does not have to be
performed during the creation of a VAXELN job.

Data stored as part of the image records the user’s input to the System
Builder’s menus. When the image is booted on the target processor,
the kernel establishes characteristics of the run-time system based on
certain of these menu entries. For example, it creates the number of
system pool blocks and page table slots that the user requests on the
System Characteristics Menu.
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The system image contains an image header (for some booting meth-
ods); the kernel image itself; program images, containing global data
and code; the device list, which contains a series of device descriptions;
and the shareable images against which the programs in the system
image were linked. Chapter 2 describes the components of a system
image and their function in an executing system.

1.2.2 System Initialization

Execution of a VAXELN system is initiated by the VAX processor’s boot-
strap program, called VMB, which loads the system image into physical
memory and transfers control to the kernel. The kernel then begins ex-
ecuting its initialization sequence to establish essential data structures,
create system virtual address space, enable VAX memory management,
configure I/0 adapters, and activate system and application programs
to run as VAXELN jobs.

Chapter 3 describes these stages of system initialization and illustrates
the structure of system virtual address space.

1.2.3 Jobs and Processes

Under VAXELN, most code is executed by entities called processes.

A VAXELN process is defined by its hardware and software context.
The hardware context is the set of processor registers defined by the
VAX architecture. The software context includes some information
unique to the process’s execution and some that the process shares with
other processes that are executing portions of the same program image.
Together, these processes are called a job.

A VAXELN job represents the activation of a program image by the
kernel and a collection of processes. A job is not itself an executable
entity; rather, it is a set of data structures used to manage the creation,
resources, and scheduling of its processes. A job’s collection of processes
contains a single master process and zero or more subprocesses to
execute the program’s code. The master process, which is created as a
part of job creation, executes the program’s main code, beginning at its
transfer address. The master process can in turn create subprocesses
to execute other procedures or functions in the program image. Each
process can then execute independently of all other processes. When
the master process terminates, the job and all its subprocesses are
deleted from the system.
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All the processes associated with a job share the same PO virtual
address space (through a single PO page table). During job creation,
the kernel maps the program image — its global data and code —
into this PO region. Also stored in this shared region are the job’s
program arguments, its dynamic heap, and its message buffers. For
each process in a job, the kernel creates a private P1 virtual address
space (through a unique P1 page table). This address region maps a
process’s stack space, which can be used to hold local data, procedure
call frames, exception information, and debugger context data.

Chapter 4 describes the data structures and operations associated
with the creation and deletion of jobs and processes. This chapter
also describes the structure and use of job and process virtual address
space.

1.2.4 Software Interrupts, Kernel Synchronization, and Time Services

The kernel exploits VAX hardware resources to manage services such as
job rescheduling, synchronized access to data, and system timekeeping.
The software interrupt mechanism allows the kernel to perform neces-
sary services only as the need arises; for example, job rescheduling is
initiated through an interrupt — the kernel has no need to monitor the
scheduling data base periodically in search of idle jobs. Synchronized
access to the kernel’s data base is enforced through the use of VAX
interrupt priority levels (IPLs) and multiprocessor spinlocks, which are
based on VAX interlocked instructions. The VAX interval clock enables
the kernel to maintain the system time by interrupting with every clock
interval so that the time can be updated by the appropriate interval.

Chapter 5 describes the kernel’s use of these hardware-based mecha-
nisms.

1.2.5 Condition Handling

VAXELN delivers conditions — hardware exceptions, software condi-
tions, and asynchronous exceptions — to processes according to the
VAX Procedure Calling and Condition Handling Standard. This stan-
dard defines condition-handling data structures — the signal and
mechanism arrays — and the ways in which a condition handler is
located and can respond to a condition. In addition, VAXELN exploits
the VAX hardware’s support for asynchronous system traps (ASTs) to
deliver signals asynchronously to a process’s execution.
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Chapter 6 describes condition handling under VAXELN.

1.2.6 Error and Event Reporting

The VAXELN error-logging subsystem enables the occurrences of pro-
cessor, bus, and device events and errors to be recorded in a local or
remote file for later analysis with the VMS Error Log Utility. Some of
these errors, such as machine checks, require the system to bugcheck
— to be shut down in an orderly manner. Chapter 7 describes the
kernel’s error-logging, bugcheck, and machine-check mechanisms.

1.2.7 Kernel Procedure Dispatching

VAXELN processes manipulate kernel objects and control their ex-
ecution by calling kernel procedures. Each of these procedures has

a public entry point, called its kernel vector, at the beginning of the
kernel image. The procedure’s vector contains the VAX instructions
required to dispatch execution to the actual procedure code, elsewhere
in the kernel image. Most vectors place the caller’s process into kernel
access mode by using the CHMK (Change Mode to Kernel) instruction.
This enables the procedure to execute privileged instructions and alter
kernel data structures. Other vectors simply dispatch execution with
subroutine or branch instruction, so that the procedure executes in the
access mode of the caller. When a procedure has completed, control
returns to the vector, which then returns the procedure’s results and
completion status to the caller.

Chapter 8 describes the structure of these different kernel vectors, how
they dispatch control to kernel procedure code, and how they return
status values to their callers.

1.2.8 Memory Management

VAXELN employs the VAX memory management hardware to perform
virtual address translation using page tables established during system
initialization and job and process creation. Translation is simplified
under VAXELN, because VAXELN systems are always entirely resident
in physical memory. Therefore, no paging from a disk is required before
a page of memory can be accessed after address translation.
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The kernel’s memory management is based on a simple data base
comprised of bitmaps, which record the allocation state of every page
of physical and virtual memory in the system. The use of bitmaps
minimizes the amount of memory devoted to memory management
itself and simplifies the algorithms used to allocate and deallocate
physical and virtual memory. Bitmaps are also used to control the
allocation of a fixed number of PO and P1 pages tables.

The kernel divides a portion of system memory into fixed-length blocks
called the system dynamic pool. These pool blocks are used in the
creation of kernel objects. Creating an object removes a block from the
available pool; deleting an object returns the block to the pool.

Chapter 9 describes the kernel’s memory management data structures
and operations. The allocation of system pool blocks is also described.

1.2.9 Object Management

Kernel objects provide VAXELN programmers with a simple way of
coding real-time operations such as synchronization, communication,
and device control in their applications. The kernel objects — area,
device, event, message, name, port, process, and semaphore — allow
otherwise complex programming operations to be carried out with
simple calls to kernel procedures.

When an object is created, the kernel assigns it a unique identifier.
When an object is used in a procedure, the information encoded in
the identifier allows the kernel to locate the address of the object in a
table. The kernel manages all objects except ports with the context of
a job. This means that an object identifier can be shared among all the
processes in a job; their object addresses are stored in the job’s private
address table. Port objects, which can represent message destinations
across a local area network (LAN), are managed on a systemwide
basis; therefore, an identifier for a port is valid for the whole system
(and LAN) and contains the network address of the node on which the
port was created. The addresses of port objects are stored in a single
systemwide table.

When the kernel creates an object, it removes a block from the system
pool, marks it with the object type, initializes the object, assigns it an
identifier, stores the address of the object in a table, and returns the
identifier to the calling process. When deleting the object, the kernel
disassociates the object from any processes that might have been using
it, returns the block to the system pool, and removes the address of the
object from the table.
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Chapter 10 describes the data structures and operations that enable
the kernel to create, manage, and delete kernel objects. The function of
individual objects, however, is described separately. For example, the
function of the event object, used for synchronization, is described in
Chapter 11, Job and Process Synchronization.

1.2.10 Job and Process Scheduling

A process is selected to execute by the kernel’s scheduling mechanism.
Scheduling under VAXELN is based on a simple scheme called pre-
emptive priority-based scheduling. This means that the process with
the highest priority runs before any lower-priority process can run.
Priorities are assigned on a job and process basis. The programmer
assigns a job a priority based on its relative importance in the system.
Within each job, the processes created are then assigned priorities
based on their importance to the fulfillment of the job’s mission. The
scheduler selects a process to run on the basis of its combined job and
process priorities.

In general, the highest-priority process in the highest-priority job runs
until it waits for an event or resource or until a process with a higher
combined priority becomes eligible to run. In the first case, the process
postpones execution so that it may synchronize with another process.
In the second case, the process is preempted from execution. The
scheduler preempts a process only when a higher-priority process must
run; preemption based on execution time never occurs. Programmers,
however, can build time-based preemption into their applications using
simple synchronization techniques.

The kernel maintains a scheduling data base that reflects the schedul-
ing state and priority of every job and process in the system. Much of
this data is summarized in simple bit masks, which allow the kernel
to scan the data base quickly in search of the highest-priority job and
process.

Job and process scheduling is not discussed in detail in this edition of
the VAXELN Internals Manual.
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1.2.11 Job and Process Synchronization

Synchronization enables a process to coordinate its execution with
real-world events, such as device interrupts, and with other processes.
Synchronization techniques can be used to cause events to occur in
the correct order or to ensure exclusive access to shared data. Under
VAXELN, synchronization points in an application are represented by
kernel objects, and processes synchronize by waiting for these objects to
change state. Area, device, event, port, process, and semaphore objects
can be used to develop the synchronization schemes that real-time
applications require. Chapter 11 describes the kernel objects and other
data structure used for synchronization and the operations provided by
the kernel to allow processes to wait for those objects to change their
states.

1.2.12 Device Handling

Under VAXELN, an I/O channel to a device is represented by a device
object. Creating a device object in a device driver program associates
the device’s interrupt vector in the system control block (SCB) with an
interrupt service routine (ISR) and maps the device’s control/status reg-
isters into system virtual address space accessible to both the ISR and
the device driver. The driver synchronizes access to this device com-
munication region by waiting for the device object to be signaled from
the ISR. When the device interrupts, the kernel dispatches execution to
the ISR to service the interrupt, which may involve moving data to or
from the communication region. Once the interrupt is serviced, the ISR
can inform the driver by signaling the device object, which allows the
waiting driver to continue execution.

Drivers can create multiple device objects to represent separate I/0
channels for the same device. For example, a driver that controls a
serial-line device might create one device object for an input line and
another for an output line. Each device function, then, can have a
separate ISR and driver process to service its operation. Device objects
also support polled 1/0, a technique used for drivers that control devices
without the use of interrupts.

The kernel’s support for device handling is not discussed in detail in
this edition of the VAXELN Internals Manual; however, the kernel data
structures that support device handling — the adapter control block,
the device object, and the interrupt dispatch block — are illustrated
and described in Sections B.2, B.5, and B.9, respectively.
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1.2.13

Interjob Communication

Independently executing VAXELN jobs can communicate with one an-
other using areas and messages. Area objects represent a contiguous
region of physical memory that can be accessed, using virtual ad-
dresses, by multiple jobs in a VAXELN system. Access to the shared
area is controlled through a binary semaphore built into the area con-
trol structures. Jobs can use the area as an efficient way to share data
or to synchronize execution using only the area’s semaphore. The ker-
nel’s support for shared areas is not discussed in detail in this edition
of this manual; however, the data structures that support areas — the
area control block and the area object — are described in Sections B.1
and B.3, respectively.

VAXELN messages can be sent and received between processes, jobs,
and DECnet nodes in a local area network. A message is a data buffer
in physical memory represented by a message object. Messages are
transmitted to queues called ports. Ports can be given names that
are known on a local node or throughout a local area network. Ports
can be connected in logical links called circuits. Communication over
circuit connections uses a protocol that guarantees the orderly delivery
of messages over an intact link.

To send a message to a local port, the kernel simply unmaps the data
buffer from the sending job’s virtual address space and queues it to
the destination port. When the process waiting for a message in the
port receives the message, the kernel maps the message buffer into the
receiving job’s virtual address space. To send a message to a remote
port, the kernel uses the local-sending method to transmit the message
to the local node’s network service. The network service then uses its
datalink driver to route the message across the physical network link
to the remote node. At the destination node, the local network service
sends the message locally to the kernel, which then queues the message
into the destination port.

The kernel’s support for message passing is not discussed in detail in
this edition of the VAXELN Internals Manual; however, the kernel data
structures that support message passing — the message, name, and
port objects — are illustrated and described in Sections B.11, B.12, and
B.18, respectively. Two structures involved in circuit connections and
name support — the network connection message and the name service
message — are described in Sections B.13 and B.14, respectively.
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1.3 Notes on the Kernel and the VAX Hardware

The VAXELN Kernel takes ready advantage of many features provided
by the VAX processor. The richness and advantages of the VAX ar-
chitecture are documented in detail in the VAX Architecture Reference
Manual and have been used extensively by other VAX-based software
executives, such as the VMS operating system (see VAX/VMS Internals
and Data Structures). The following notes highlight features of the
VAX architecture and hardware used by the VAXELN Kernel:

* System bootstrap. VAXELN employs the generic VAX bootstrap
program called VMB to load a system image over a network link
or from disk, tape, or read-only memory. Once VMB has loaded the
image into main memory, it transfers control to the kernel to begin
system initialization.

¢ Memory management. VAXELN employs the VAX memory manage-
ment hardware to perform virtual address translation. Because the
kernel does not require support for memory paging, certain aspects
of this mechanism, such as the page-fault mechanism, are unused.

* Protection mechanisms. The VAX memory management and protec-
tion scheme are used to protect code and data used by the kernel
and kernel-mode programs from user-mode programs. Note that
VAXELN requires only two of the four VAX access-control modes:
kernel and user. Kernel procedures, ISRs, exception service rou-
tines, and system jobs, such as device drivers usually execute in
kernel mode. The user can specify the access mode of a program
by using the System Builder. Implicit protection is built into spe-
cial instructions that can only be executed from kernel mode, such
as MTPR (Move to Privileged Register), LDPCTX (Load Process
Context), and HALT.

¢ Exceptions, interrupts, and the REI (Return from Exception or
Interrupt) instruction. The VAX exception and interrupt mecha-
nisms are critical to the operation of the kernel. The exception
mechanism transfers control to a specific service routine when the
hardware detects a specific anomaly during the execution of an
instruction. The interrupt mechanism transfers control to a specific
service routine when a software- or hardware-generated interrupt
occurs. The REI instruction provides a common exit path for both
mechanisms. REI also offers the only valid means of returning
access mode from kernel to user mode.
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Interrupt priority level (IPL). The kernel raises the processor’s IPL
to block interrupts of equal or lower levels. IPL is also elevated

to synchronize access to kernel data. The assignment of various
hardware and software interrupts to specific IPL values establishes
an order of importance to the interrupt services that the kernel
performs.

Asynchronous system traps (AST). The VAX AST mechanism allows
the execution of a process to be diverted asynchronously using the
ASTLVL processor register and the REI instruction. VAXELN uses
this technique to deliver called asynchronous exceptions, which
supply services such as the process-quit signal and power-failure
notification.

Procedure-calling mechanism. The VAX general-purpose calling
mechanism is the primary path into the kernel from system and
user programs. The kernel’s services are coded as VAX procedures,
so that they can potentially be called from any higher-level VAX
language.

Process structure. The VAX architecture defines a data structure
called a hardware process control block that contains copies of
all a process’s registers when a process is not executing. Under
VAXELN, this structure is commonly referred to as the hardware
context block, or PTX. When a process is selected for execution,
the contents of its PTX are copied into the actual registers inside
the processor with a single instruction, LDPCTX. A corresponding
instruction, SVPCTX, saves the contents of the general registers
when the process is removed from execution.

Process and system context. Normal execution under VAXELN
takes place within the bounds of a process, a state called process
context. Most kernel procedures and exception service routines
execute in this context.

Some portions of the kernel, however, execute outside the context
of a specific process. This limited-context state is called system or
interrupt context, because the only stack available in this context
is the systemwide interrupt stack. Interrupt service routines are
the most common code to execute in system context. Portions of the
initialization sequence execute in this state because no process yet
exists. The scheduler also executes on the interrupt stack between
the time that it removes one process from execution and places
another into execution. Most kernel procedures require process
context for execution and therefore cannot be called from code that
may execute outside of process context, such as device ISRs.

Overview: The Role of the VAXELN Kernel 1-13



¢ Multiprocessing. Certain VAX products, such as the VAX 8000 and
VAX 6000 series, can provide multiprocessing configurations. The
kernel takes advantage of these configurations with a mechanism
called tightly coupled symmetric multiprocessing. This scheme
provides one copy of the kernel and its data in memory shared by
all processors. Synchronization techniques built into the kernel
ensure the integrity of system data, and the scheduling software
enables different jobs to execute concurrently on the multiple
processors.

Another scheme, called closely coupled symmetric multiprocessing,
allows multiple KA80O single-board processors to be linked together
with a VAX 8000- or VAX 6000-series processor over an I/0O bus.
Each KA800 processor runs a private VAXELN system and can
communicate with the other processors through shared memory
and VAXELN messages. The primary processor in the system can
run under VAXELN or under VMS using the VAX RTA software.
The VAXELN Run-Time Facilities Guide provides more information
on these multiprocessing configurations.
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Chapter 2

The VAXELN SystemImage

A VAXELN application, or part of a distributed application, exists on a
target VAX processor as a system image. A VAXELN system image is
not in fact a VAX executable image; rather, it is a composite of system
and user code and data preceded by an image header appropriate for
the system’s intended boot method. A system image may contain many
individual executable and shareable images accompanied by blocks

of system and program information required by the VAXELN Kernel.
These images and information are placed in the system image by the
VAXELN System Builder.

Since all nondynamic components of a VAXELN system reside in the
system image, familiarity with its structure is basic to understand-
ing the dynamic operation of the kernel. This chapter first describes
how the System Builder creates the system image (Section 2.1) then
describes each major element in the image:

* The image header, which enables a system to be booted from certain
devices (Section 2.2)

¢ The kernel image, which contains the kernel’s data and code
(Section 2.3)

¢ Program images, which contain code and data for system and user
programs (Section 2.4)

¢ The device list, which contains information about the devices con-
figured for a system (Section 2.5)

¢ Shareable images, which contain code and data that can be shared
among the programs in a system image (Section 2.6)
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2.1 Role of the System Builder

The VAXELN System Builder is a utility that runs on the host develop-
ment system in response to the EBUILD command. The main function
of the utility is to construct the system image specified by the user.
The System Builder accepts user input interactively through a series of
menus and from a data file that contains information generated during
earlier interactive sessions. The System Builder potentially generates
three output files:

¢ The system image file containing the system to be executed on the
target computer

* A map file describing the content of the system image

¢ A data file recording the menu settings made during an interactive
session

In creating a system image, the System Builder performs, to some
degree, the roles that the SYSGEN utility, the linker, and the image
activator play under the VMS operating system.

The System Builder accepts menu input specifying the following aspects
of a VAXELN system:

¢ Target processor. The identity of the target processor determines
which kernel image the system image will contain.

* System characteristics. These menu entries determine global as-
pects of the completed system, including the availability of the
debugger, the console, and VAX instruction emulation; the boot
method for the system; the maximum number of jobs and subpro-
cesses that can exist simultaneously in the system and the largest
amount of virtual memory available to those jobs and processes;
the number of system pool blocks and message ports available; and
the size of the interrupt stack and dynamically allocated system
memory.

* Network characteristics. These entries determine the nature of a
system’s participation in a local area network.

* Program descriptions. These entries specify the name and char-
acteristics of a program image that will be incorporated into the
system image. Characteristics include whether the program will be
started up automatically at system initialization, whether the de-
bugger will take initial control, the execution mode of the program,
the priorities assigned to the job and processes that will execute the
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program’s code, and any textual arguments passed to the job as it
is created.

* Device descriptions. These entries determine the characteristics of
a device that can be accessed from the executing system, such as
the name of the device, its register and interrupt vector addresses,
and its hardware interrupt priority.

¢ Terminal descriptions. These entries determine the characteristics
of a terminal or other serial device that can communicate with the
executing system, such as its controller type, baud rate, and parity.

* Console characteristics. These entries determine the setup of the
console terminal attached to the target processor.

* Error log characteristics. These entries determine the destination
of error log entries and the number of error log buffers available to
the error logging service.

¢ DECwindows Server characteristics. These entries determine the
configuration of the DECwindows Server on a VAXstation target.

The System Builder supplies defaults for many of these characteristics.
In addition, the System Builder supplies program and device descrip-
tions required by the system but not explicitly requested by the user.
For example, if a user requests remote debugging capability but does
not request the inclusion of the Network Service, the System Builder
determines that the service is required, builds a program description
for it, and includes its image in the system image.

In creating a system image, the System Builder takes the following

steps:

1. Obtains the kernel image appropriate for the selected target proces-
sor

2. Creates a list of descriptors describing the programs to be included
in the image

3. Creates a list of configuration records describing the devices to be
included in the system

4. Creates a shareable image table describing the shareable images
referenced by programs and other shareable images within the
system

5. Copies the programs, program descriptors, device and terminal
descriptors, shareable image table, and shareable images into the
system image

6. Initializes parameter and data cells within the kernel
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7. Resolves the program’s references to shareable images by adjusting
the referenced addresses to reflect the location of the shareable
image within program or system address space, a process called
address relocation

8. Writes out the completed system image and, optionally, a map file
describing the system image, and an updated data file

The resulting system image is structured along the lines of Figure 2—-1.

Table 2-1 briefly defines each element of the system image. These
elements are described in greater detail in subsequent sections.
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Figure 2-1: VAXELN System image
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Table 2-1: Elements of a System Image

Element

Description

System image header

Kernel vectors

Kernel data

Kernel parameters

Kernel code

Program data and code

Program descriptors
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A page containing information used by the VAX
VMB bootstrap program to load the system image
into a processor’s memory. The need for and type of
header is determined by the boot method selected
for the system. Systems booted from ROM or over
the network require an image header; those booted
from disk or tape do not.

Entry points for KER$ kernel procedures. These
vectors transfer control to the location of the actual
procedure code by executing a Change Mode to
Kernel (CHMK) instruction.

Cells that hold global data elements for use by the
kernel and its support routines, such as listheads,
Boolean flags, and the system time.

Cells that hold values established by the System
Builder that record menu settings and other sys-
temwide values, including the size of the current
system and the locations of program and device
descriptors within the system image.

The executable code of the kernel. The code starts
with the kernel’s initialization sequence and con-
tains, among other routines, the code for the kernel
procedures whose entry points appear in the kernel
vectors.

The data and executable code of the user’s pro-
grams and support programs such as device
drivers. (Programs linked against object libraries
also contain the code and data of the routines they
reference in those libraries.)

A list of elements describing the programs loaded
into the system image by the System Builder.
Each program descriptor is accompanied by the
text of parameters to be passed to the program
and a series of kernel section descriptors (KSDs)
that describe the program’s image sections. Taken
together, this information allows the kernel to
create a job to execute the program’s code.



Table 2-1 (Cont.): Elements of a System Image

Element Description

Device descriptors A list of elements describing the devices to be
supported by the system.

Shareable image de- A list of elements describing the shareable im-

scriptors ages loaded into the system image by the System

Builder. Each descriptor is accompanied by a se-
ries of KSDs that describe the shareable image’s
image sections. The information in the descriptors
is used in address relocation for dynamically loaded
programs that reference shareable images. The
KSDs enable the kernel to map writeable shareable
images into a referencing program’s address space.

Shareable images The actual code and data for the shareable im-

ages loaded into the system image by the System
Builder. In the case of VAXELN run-time libraries,
the code is preceded by a block of transfer vectors
through which the actual code of the run-time pro-
cedure is located. The images included are those
referenced by the programs in the program list
(and linked against shareable libraries), those spec-
ified on the Guaranteed Image List, the VAXELN
console I/O routines, and VAX instruction emula-
tion images selected on the System Characteristics
Menu.

If the /MAP and /FULL qualifiers are specified on the EBUILD com-
mand line, the System Builder produces a map file describing the
contents and layout of the system image. In a full system map, the
following information is provided:

The name of the system image file and the time of its creation.

The name of the VAXELN Kernel image included and the starting
address of the vector, parameter, and code blocks.

Names of programs included in the system, including system pro-
grams (such as device drivers) that are not explicitly specified on
the Program Description Menu. The characteristics of the program
(for example, its mode and job priority) and its image sections
(section type, base address, and size) are shown. If the program
references any writeable shareable images — which will be mapped
into the program’s address space — those images are identified as
well.
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* Device descriptions reflecting the device entries created on the
Device Description Menu and descriptions supplied by the System
Builder.

* Terminal descriptions reflecting the terminal entries created on
the Terminal Description Menu and showing the characteristics
selected for each terminal.

* Names of shareable images implicitly or explicitly included in the
system image. The descriptions show the image identification,
whether the image is mapped into a referencing program’s address
space (that is, whether the image is writeable), and the type, base
system virtual address, and size of the shareable image sections.

* Network characteristics, reflecting the entries on the Network Node
Characteristics Menu.

¢ System characteristics, reflecting the entries on the System
Characteristics Menu.

* DECwindows Server characteristics, reflecting the entries on the
DECwindows Server Characteristics Menu.

* The size of the system image in pages and bytes.
* The System Builder command line.

Consulting a sample System Builder map can help illuminate the
structure of the system image as discussed in the sections that follow.

2.2 System Image Header

The user selects the boot method for a VAXELN system on the System
Characteristics Menu, selecting disk, ROM, or down-line loading. The
menu selection determines whether the system image will have a
system image header and the type of that header. Only Q-bus targets
can be booted from ROM, using the MRV11 Q-bus module.

If a VAXELN system image is booted from ROM or over the network,
the System Builder adds a one-page header to the start of the system
image, preceding the kernel image. For ROM systems, a Q-bus ROM
header is written; for network systems, a standard VMS image header
is written. Systems to be booted from disk or tape require no image
header.
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The system image header supplies the information required by the
bootstrap loader — such as the size of the image — to load the system
image into the memory of the target computer. Down-line loading of a
target is performed using the DECnet maintenance operation protocol
(MOP). The down-line loading sequence (initiated by a MOP message
requesting a program load from the target) expects to find an ordinary
VMS image header.

The bootstrap sequence on a Q-bus target will boot the VAXELN system
from the MRV11 PROM module if it finds a special ROM footprint on

a 4K-byte boundary in the target’s memory. This unique bit pattern is
provided by the ROM image header supplied by the System Builder.

Systems that boot from disk or tape devices require no image header.
Instead, the system must be copied contiguously to the [SYS0.SYSEXE]
directory on the boot device, an operation performed by the COPYSYS
command procedure in the ELN$ directory of the host system. As

the system image is copied to the boot device, its name is changed to
SYSBOOT.EXE, the name of the VAX secondary bootstrap program.

2.3 Kernel Image: Vectors, Data, Parameters, and Code

As shown in Figure 2-1, each kernel image consists of four elements:
vectors, data, parameters, and code. Early in its operation, the System
Builder copies the appropriate kernel image from the ELN$ directory
to the system image file. As the kernel image is copied, the System
Builder strips off the original image header created by the VMS Linker.

The selection a user makes on the Select Target Processor Menu de-
termines which version of the VAXELN Kernel will be written to the
system image by the System Builder. Table 2-2 shows the versions of
the kernel and the processors supported by each one.

Table 2-2: VAXELN Kernel Images

Image Processors Supported

4NNKER MicroVAX 2000, VAXstation 2000, VAXstation 3100

QBUSKER MicroVAX I, MicroVAX II, MicroVAX 3000 Series,
VAXstation II/GPX, VAXstation 3200, VAXstation 3500,
KA620

UBUSKER VAX-11/725, VAX~11/730, VAX-11/750
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Table 2-2 (Cont.): VAXELN Kernel Images

Image Processors Supported

6CCKER VAX 6000 Series

8SSKER VAX 8200 Series

SNNKER VAX 8500 Series, VAX 8700, VAX 8810
800KER KAB800 Single-board computer (VAX/RTA)

MP8800KER VAX 8800, VAX 8820-N

In general, each kernel supports a class of target processors. The
criterion that differentiates a class may be bus architecture, as in
the case of the QBUS and UBUS kernels, or it may be processor-
specific differences within a bus architecture, as in the case of several
of the VAXBI-based versions of the kernel, such as SNNKER.EXE and
MP8800KER.EXE, which differ in their support of multiprocessing.

The different kernels are created when the kernel is assembled, by the
selective inclusion of processor- and/or bus-specific initialization, error-
logging, and machine-check modules. At run time, hardware-dependent
routines are executed through branches to generic subroutine entry
points; the code that appears in those subroutines depends on which
processor-specific module was included at kernel creation. Processor
dependence is largely avoided in the kernel’s common code to minimize
the kernel’s need to determine the processor type at run time.

Each kernel image file is accompanied in the ELN$ area by a linker
map file produced when the kernel image was linked. The linker map
file describes the sizes, locations, and attributes of the kernel’s program
sections — one section each for vectors, data, parameters, and code.
Also listed in the map file are the definitions of the symbols and labels
that appear throughout the source code for the kernel.

2.3.1 Kernel Vectors

The kernel vectors represent the first stage in dispatching calls to
kernel procedures. The vector block occupies the first two pages of
the kernel image; when a VAXELN system begins execution and the
kernel is mapped to SO space, the vector block begins at system virtual
address 800000001g. The code for the kernel vectors spans three source
modules, SYSVECTOR, VECTORTAB, and VECTOREND. (You can

2-10 The VAXELN System Image



determine the exact starting addresses of the various sections of the
kernel by examining the appropriate kernel linker map file.)

The vector block contains a series of quadword-aligned entry points to
the kernel procedures. Each vector consists of the register entry mask
for the procedure, an instruction to transfer control to the procedure,
and a variable number of instructions to effect the return of values and
control to the caller. The following code fragment shows the vector for
the KER$RECEIVE procedure, a typical instance:

KERSRECEIVE: :
.WORD ~XFFC
CHMK #29

; entry mask for registers R2 to R11l
; entry 29 in the CHMK dispatch table
MOVL R1, Q@8 (AP) ; return message object identifier
MOVL R2, @12 (AP) ; return address of message buffer
MOVL R3, @16 (AP) ; return size of message in bytes
BRW KER$RETURN_STATUS

; check status and return to caller

The vector is entered by means of a CALL instruction, and the pro-
cedure entry mask causes registers R2 through R11 to be saved for
the caller. Control is then transferred to the code for KER$RECEIVE
through the CHMK instruction. After KER$RECEIVE has executed,
control is returned to the instruction following the dispatch instruction,
and the values returned by the procedures in registers R1, R2, and R3
are returned to the caller by means of pointers to writeable variables
in the argument list. Finally, control branches to the local subroutine
KER$RETURN_STATUS, which checks the status value returned by
KER$RECEIVE, and returns control to the caller via a Return (RET)
instruction. The dispatching of kernel procedure calls is described in
detail in Chapter 8.

The vector block is identical for all versions of the kernel as well as

all releases of the VAXELN software. This way, user programs need
not be relinked to use different versions of the kernel or the VAXELN
software; only rebuilding the system image is required. If new kernel
procedures are added, their vectors are inserted at the end of the vector
block, leaving the locations of previously existing vectors unaltered.
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2.3.2 Kernel Data

The pages in the kernel image devoted to writeable data are a repos-
itory for any values that must be globally available to programs and
routines executing throughout the system. This global data block,
defined in module SYSTEMDAT, is mapped to a base system virtual
address of 80000400;¢ and occupies the four pages of the kernel follow-
ing the vector block. When the system image resides in a MicroVAX I
PROM module, the kernel’s initialization routine copies the data block
in PROM to the first available pages in the physical memory of the
target computer.

The values stored in the data block can be used as constants or as
storage for values that are updated during execution. For example, the
maximum virtual memory functions as a constant, whereas the system
time is updated constantly during execution.

Table A-2 shows the names and uses of the cells within the data block.
Kernel data is directly accessible from kernel routines. Individual
elements in the data block can also be accessed from a user program
if the items to be referenced are declared to be external at module
level and the program is linked against RTL.OLB (the locations of the
KERS$ data items are defined in the KER$DATA object module within
RTL.OLB).

2.3.3 Kernel Parameters

When the System Builder parses the input from a data file and an
interactive menu session, it writes the resulting values and charac-
teristics to an internal buffer. As the kernel image is being copied to
the system image, the System Builder transfers the contents of the
internal buffer to the kernel parameter block. During later processing,
other values, such as the size of the system image, are written to the
parameter block.

The kernel parameters, defined in module PARAMETER (and described
in Table A-1), allow the System Builder to transmit information about
the system image to the kernel. During execution, the kernel can
consult values in the parameter block to determine, for example, the
size of the system image and whether the console terminal is present
in the system. Some parameters, namely those with the word “initial”
in their names, are copied during system initialization from the read-
only parameter block to the writeable data block. For example, the
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parameter KER$GW_PO_INITIAL_SLOT_SIZE is copied to the data
cell KER$GW_P0_SLOT_SIZE.

The parameter block, occupying approximately one-quarter of a page,
is mapped to system virtual address 80000C004¢. It is followed imme-
diately by a read-only image section containing the executable code for
the kernel.

2.3.4 Kernel Code

The actual code for the VAXELN Kernel follows the kernel parameter
block in the system image. The kernel code starts at a system virtual
address midway through the sixth page of the kernel image, approxi-
mately 80000C981¢. At run time, the kernel code executes in the VAX
kernel access mode.

The first code to appear is the system initialization sequence, in module
INITIAL. The first part of the module contains a table that acts as a
prototype for the system control block (SCB) that is built at a later
stage of initialization. Following this table, the executable code for the
kernel begins at the global label KER$START. When the primary boot-
strap program transfers control to the start of the kernel image — the
first page of kernel vectors — it encounters the following instruction:

BRW KER$START

This instruction transfers control to the start of the initialization code,
whence execution continues.

The remainder of the kernel code occupies approximately sixty pages
— the exact size depends on the version of the kernel — and is di-
vided into two image sections. The first of these sections contains
nonprocessor-specific kernel procedures and routines that must fall
within the range of the signed-word displacement (32K bytes forward
or backward) used by the kernel procedure dispatcher (see Chapter 8,
Kernel Procedures and Procedure Dispatching). The second image sec-
tion contains internal processor-specific code that is entered directly
through Jump (JMP) instructions and may therefore reside at ad-
dresses beyond the range of the word displacement required by the first
image section.

Appearing throughout the first code section are the internal entry

points and instructions for the kernel procedures whose public entry
points appear in the vector block. The remainder of the code in the
kernel contains the entry points and instructions for procedures and
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subroutines used by the kernel for such operations as scheduling,
resource management, device control, and condition handling.

2.4 Program Images

One of the chief roles of the System Builder is to incorporate the
programs that the user specifies on the Program Description Menu into
the system image. Other programs required for the system’s operation
but not explicitly specified by the user, such as debugger, error-logging,
and device driver programs, must also be identified and included in the
system image.

Processing user and system program images involves more than simply
copying the images to the system image file. To include a program

in the system image, the System Builder must perform the following
tasks:

Create a descriptor for each program to record information about
the program such as its name, its execution mode, the size of its
stack, its transfer address, its default job and process priorities,
the message limit for its job port, and the location in memory

of its program arguments. Some of this information comes from
the Program Description Menu, some from the program image.
Descriptors for system programs such as device drivers are created
from information internal to the System Builder. The program
descriptor is then inserted into a global list of descriptors for the
entire system.

Parse the arguments for each program as specified on the menu,
place the text of the argument in a program parameter block, and
insert the block into a list of parameter blocks for the program. The
parameter blocks for a program are considered part of the program
descriptor.

Open the program image file, read each image section descriptor
(ISD), translate each ISD into a kernel section descriptor (KSD),
link the KSD to the program descriptor, and copy each image
section to the system image file. As they are created, the KSDs are
built into a block, and the address of the first KSD is stored in the
program descriptor. If the program refers to any shareable images,
steps are taken to load these images into the system image as well.
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While the System Builder processes an image, it keeps a running
account of the current virtual address within the system image at
which each element being processed will appear. Thus, the run-time
virtual address of any system structure is known to the System Builder
and can be used to establish pointers within its own and the kernel’s
data structures.

The following sections describe the data structures and operations the
System Builder uses in processing an image.

2.4.1 Data Structures for Image Processing

The System Builder analyzes and creates a number of data structures
in the course of incorporating an executable image (program) into a
VAXELN system image. Those structures fall into the following classes:

* The program descriptors and program list. Program descriptors
are kernel data structures that record information about a program
image included in the VAXELN system. All program descriptors
are linked into a list called the program list, which the kernel uses
to look up information about the images in the system.

* Structures within the VMS program image. To incorporate an ex-
ecutable image into the system image, the System Builder must
analyze data structures written to the program image by the
VMS Linker. The most significant of these structures is the image
head~r, which contains information describing the image. Part of
the header consists of image section descriptors (ISDs) that describe
the makeup and virtual memory requirements of the program sec-
tions within the image. Using the ISDs, the System Builder creates
a set of kernel section descriptors (KSDs) to describe the image to
the kernel at run time.

* Kernel section descriptors (KSDs). Created from the ISDs within
the program image header and associated with a program descrip-
tor, KSDs describe the makeup and virtual memory requirements of
a program’s image sections as they exist within the system image.
The kernel uses KSDs at run time to map a program image into a
VAXELN job’s virtual address space, where it can be executed.

The following sections describe these structures in more detail.
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2.4.1.1 Program Descriptors and the Program List

Each program image in the system image — whether a user program
or a system program — is represented by a program descriptor. The
information stored in the descriptor during the system build is used
at run time by the KER$CREATE_JOB kernel procedure to map the
program into the job’s virtual address space and to make the program
arguments available to the job. The system start-up job also uses the
descriptors to determine which programs must be created and run
during system initialization.

The System Builder inserts the program descriptors into a list and
copies the list to a location in the system image following the actual
code and data for the programs. The system virtual address of the
first program descriptor in the list is stored at the location KER$GA_
PROGRAM in the kernel’s parameter block; this value is copied to the
location KER$GA_PROGRAM_LIST in the kernel data block during
system initialization.

A program descriptor contains the fields shown in Table 2-3. A good
portion of this information is derived from the descriptions entered on
the Program Description Menu. Other items, such as the address of
the first KSD and program parameters, are determined and recorded
during the system build.

Table 2-3: Program Descriptor Fields

Field Meaning

PRG$L_NEXT The Address of the next program descriptor

PRG$W_CPU_MASK The processor ineligibility mask (used to prohibit the pro-
gram from running on certain processors in a multiprocess-
ing system)

PRG$W_KERNEL_STACK The size in words of the kernel stack

PRG$L_TRANSFER The transfer address of the program in user address space

PRG$L_MESSAGE_LIMIT The job port message limit

PRG$W_USER_STACK The starting size of the user stack

PRG$W_JOB_PARAMETER The offset to the first job parameter block

PRG$L_KSD The address of the first kernel section descriptor in the list

of KSDs
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Table 2-3 (Cont.): Program Descriptor Fields

Field

Meaning

PRG$B_JOB_PARAMETER_
COUNT

PRG$B_MODE
PRG$B_JOB_PRIORITY
PRG$B_PROCESS_PRIORITY

PRG$B_OPTION_FLAGS

PRG$W_REF_COUNT

PRG$T_NAME

The count of job parameters

The program mode (kernel or user)
The job priority

The default process priority for the master process and
subprocesses

A bit field specifying other characteristics of the program, as
follows:

Bit Meaning When Set

PRG$V_AUTO_START Start program at system start-
up (that is, “run”)

PRG$V_SEQ_INITIAL Program must be initialized
(sequential start-up, that is,
“init required”)

PRG$V_START DEBUG Start debugger when job is

created
PRG$V_POWER_ Raise an exception during
RECOVERY power-failure recovery
PRG$V_DELETED Dynamically loaded program

should be deleted from system
when reference count reaches 0

PRG$V_DYNAMIC_ Program was dynamically loaded
PROGRAM

PRG$V_DEBUG_WARM Debugger is present but do not
pass it control on job creation

The number of jobs executing this program’s code if the
program was dynamically loaded

The string descriptor containing the size of the program’s
name and the text of the name

As each program descriptor is created by the System Builder, the
program arguments entered on the menu are separated and entered
into separate parameter blocks. The fields in the parameter block are
shown in Table 2—4. All the parameter blocks for the program are
linked through the JPB$A_NEXT field. The byte offset from the base of
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the program descriptor to the first parameter block is inserted into the
PRG$W_JOB_PARAMETER field of the program descriptor, and the
number of parameters is recorded in the descriptor as PRG$B_JOB_
PARAMETER_COUNT.

Table 2-4: Job Parameter Block Fields

Field Meaning

JPB$A_NEXT The address of next job parameter block

JPBS$L_SIZE The byte count for the parameter string
stored in this JPB

JPB$L_TOTAL_SIZE The total byte count for all the parameter
strings in all the JPBs for this program

JPB$B_TOTAL_COUNT The number of program arguments, stored
in the first JPB only

JPB$T_PARAMETER The parameter string text, up to 100

characters in length

When a program is created as a job, the kernel copies the program’s
parameters into the job’s virtual address space. The number of pa-
rameters and their text can be returned to the program through
the run-time library routines ELN$PROGRAM_ARGUMENT and
ELN$PROGRAM_ARGUMENT_COUNT.

Figure 2-2 illustrates the relationships among the elements in the pro-

gram list and its related structures — program descriptors, parameter
blocks, and KSDs (described in Section 2.4.1.3).

Although system programs usually do not appear explicitly on the
Program Description Menu, they too require and receive program

descriptors. The following system programs or classes of programs
require these internally created program descriptors:

* Local and remote debuggers

* Network device drivers, such as XQDRIVER.EXE

¢ File access listener (FAL)

¢ Authorization Service

¢ Terminal drivers (such as DMBDRIVER.EXE)
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Figure 2-2: Program List and Program Descriptors
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* Console driver

e LAT driver

¢ DECwindows Server

e DECwindows terminal and console emulators

As it does with user programs, the System Builder creates parame-
ter blocks for system programs. For example, system device drivers
are passed appropriate device names as their program arguments.
During its initialization, the driver program retrieves the program
argument and uses that text — the device name — in a call to the
KERSCREATE_DEVICE kernel procedure. Thus, the use of program
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arguments allows the driver to access the device description for the
device it supports.

Once the System Builder has assembled a complete program list, in
which all specified user programs and required system programs have
been included, the System Builder sorts the list into job priority order
based on job start-up characteristics. In other words, the program
descriptors are sorted into three classes within the program list:

1. Programs that require initialization at system start-up. These
are the programs for which the Init Required characteristic has
been selected in their program descriptions (that is, the PRG$V_
SEQ_INITIAL bit is set in the PRG$B_OPTION_FLAGS field).
The System Builder places all such programs at the head of the
program list in priority order — the highest priority job (with 0
as the highest priority) comes first. Initialization jobs with equal
priorities retain their positions relative to one another in the list.
No subsequent initialization program will be created until the
previous program exits or calls the KER$SINITIALIZATION_DONE
kernel procedure.

2. Programs that must be created at system start-up. These are the
programs for which the Run characteristic has been selected in
their program descriptions (that is, the PRG$V_AUTO_START bit
is set in the PRG$B_OPTION_FLAGS field). The System Builder
places all such programs immediately after the initialization jobs
in the program list in priority order. Auto-start jobs with equal
priorities retain their positions relative to one another in the list.

3. All other programs. Programs that require neither initialization
nor automatic start-up appear at the end of the program list in the
order in which they were processed.

As a special case, the System Builder checks to make sure that the
program descriptor for the debugger component on the target computer
appears before the descriptors of any programs that require debuggmg
(PRG$V_START_DEBUG bit set), regardless of job priority.

This highly structured program list simplifies the task of the start-up
job that runs during system initialization. The start-up job (described
more fully in Chapter 3) is the first job created by the kernel as a
VAXELN system boots. Its mission is to walk the program descriptors
in the program list and create a job for each program it encounters
for which the initialization or auto-start bit is set. Thus, the highest-
priority initialization program will be the first job created by the start-
up job. For example, in networked applications, this first job is usually
the network device driver, which runs at a job priority of 1.
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The complete and ordered program list is used throughout the System
Builder’s subsequent operations. At run time, the program list is used
in a number of kernel operations and by several VAXELN utilities.

2.4.1.2 VMS Image Structures Used in Image Processing

The program images processed by the System Builder are standard
VMS images, that is, images generated by the VMS Linker. An image
includes the following components, illustrated in Figure 2-3:

* The image header identifies the image, describes its characteristics,
and specifies the locations within the image file of other image
elements, such as the fixup data for address relocation. Appended
to a fixed portion of the header are the variable-length ISDs that
describe the characteristics of the image sections in the image body.

¢ The image body contains the actual code and data for the program
in the form of distinct page-aligned image sections. An image
section is an assemblage of program sections with like attributes.
Each image section in the image file is described by an ISD in the
image header.

* The fixup vector is a block containing data required to perform
address relocation. Fixup data is stored in an image section and is
described by an ISD.

The image header contains the bulk of the information the System
Builder needs to process images. For example, the header provides
information that allows the image to be copied from the image file into
the VAXELN system image file.

Of particular importance within the image header are the ISDs, which
appear at the end of the header. Figure 2—4 shows the general layout
of an ISD. As shown in the figure, the length of an ISD depends on the
type of image section it describes.
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Figure 2-3: Structure of a VMS Image
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Each ISD describes a portion of the image’s virtual address space,
including its size and base address, as determined by the VMS Linker.
The contents of an ISD’s fields vary to reflect the characteristics of the
image section it describes. There are three types of ISDs relevant to
processing program images:

* A private section ISD describes code and data that is present in
the body of the image file. A private image section can be either
read-only or read/write depending on the attributes of the program
sections that make up the image section. Image sections containing
fixup information are classed as private image sections.
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Figure 2—4: General Structure of a VMS ISD
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¢ A demand-zero ISD describes a contiguous range of virtual address
space that will be initialized with zeros when the image is mapped
to virtual memory. This demand-zero compression saves disk space
for the image file, since no actual zero-filled image section appears
in the file; only the descriptor for the demand zero section appears.

¢ A global ISD describes a range of virtual address space to which
a shareable image will be mapped into a referencing program’s
address space. It also identifies the name of the shareable image
referenced by the program. More specific information about refer-
ences to the shareable image appears in the program’s fixup vector
image section.
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Two fields within an ISD identify the nature of the image section. One
is the type field. For program images, the System Builder looks for
only three of the possible values in the type field:

e ISD$K_NORMAL, which indicates that the image section contains
normal data and code

¢ ISD$K_SHRPIC, which indicates that the ISD describes a share-
able image referenced by the program

¢ ISD$K_USRSTACK, which indicates that the ISD specifies the
size and P1 address of the program’s VMS-based user stack as
generated by the VMS Linker

Another field in the ISD, the flags field, contains bits that, when set,
indicate the characteristics of the image section being described; mul-
tiple bits can be set. The following flags are relevant to processing
executable images:

e ISD$V_GBL, which indicates that the ISD describes a shareable
image to be mapped to the program’s address space

e ISD$V_CREF, which indicates that the image section must be copied
into the program’s address space

¢ ISD$V_DZRO, which indicates that the ISD describes a demand
zero image section

e ISD$V_FIXUPVEC, which indicates that the ISD describes a fixup
vector image section

¢ ISD$V_WRT, which indicates that the image section is writeable

Using the information in the ISDs, the System Builder generates kernel
section descriptors (KSDs) to describe each image section to the kernel.
At run time, the information in the KSDs allows the kernel to map
the image into a job’s virtual address space. The creation of KSDs for
executable images is described in Section 2.4.2.

The image header itself is not copied to the system image file. Once
the necessary information has been extracted from the header, it is
no longer of any use to System Builder — the extracted information
now appears in the program descriptor for the image and in the KSDs
associated with that descriptor.
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2.4.1.3 Kernel Section Descriptors for Program Images

Kernel section descriptors — KSDs — contain information, extracted
from an image’s ISDs, that describes the characteristics and virtual
memory requirements of a VAXELN image section. A program’s KSDs
are created and linked to the program’s descriptor (PRG) by the System
Builder. The creation of KSDs for an executable image is described in
Section 2.4.2.

At job creation, the kernel scans the program’s KSDs and uses their
contents to map the program sections into the job’s virtual address
space. KSDs that describe image sections containing nonshare-
able read/write or read-only data and code are called private KSDs.
Figure 2-5 shows the structure of a private KSD.

Figure 2-5: Structure of a Private KSD
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(Two other types of KSDs exist: global and shareable. A global KSD de-
scribes a range of virtual addresses within a program’s address space to
which a shareable image with writeable image sections will be mapped.
A shareable KSD describes an image section in a shareable image.
Global and shareable KSDs are discussed further in Section 2.6.1.2,
Kernel Section Descriptors for Shareable Images.)

Table 25 describes the fields in a private KSD.
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Table 2-5: Private KSD Fields

Field Meaning
KSD$W_SIZE The size of this kernel section descriptor, used to walk list of KSDs
KSD$B_TYPE A value indicating image section type, as follows:
Value Meaning
KSD$K_CODE The associated image section contains
read-only data/instructions.
KSD$K_FIXUP The associated image section contains
address relocation fixup data.
KSD$K_DATA The associated image section contains
read/write data.
KSD$K_DZRO The associated image section should be
created as a demand-zero section.
KSD$K_GBL This KSD represents a shareable image

KSD$K_SHARE_DATA

that contains writeable data that must
be mapped into the program’s address
space.

This KSD represents a shareable
read/write image section; that is, a
global common.

KSD$B_FLAGS A bit field indicating the characteristics of the image section, as
follows:
Bit Meaning
KSD$V_CRF The associated image section should be

KSD$V_RWADDRDATA

copied into the referencing program’s
address space.

The associated shareable image sec-
tion contains read/write address data
(.ADDRESS references).
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Table 2-5 (Cont.): Private KSD Fields

Field Meaning

KSD$L_PAGCNT The number of pages in the image section

KSD$L_USER_VA The starting virtual address for the image section in the program’s
address space

KSD$L_SYSTEM_VA The starting system virtual address of the image section; that is, its

location within the mapped system image

2.4.2 Processing Program Images

Once the program list is assembled, the System Builder processes

the programs in the list and copies their data and code to the system
image file. In this stage of its operation, the System Builder analyzes a
program image in a manner similar to that of the VMS image activator.
However, the goal of the VMS image activator is to create virtual
memory for a program, map its image sections into that address space,
and transfer control to the program, all at run time. The System
Builder, by contrast, is responsible only for creating the mapping
information at build time; this information is then used by the kernel
at run time to activate the program as a job.

Both the VMS image activator and the System Builder perform their
work on images created by the VMS Linker. See Section 2.4.1.2 for
information on the structure of a VMS image.

In processing an executable image, the System Builder’s function is
fourfold:

¢ Copy the program’s transfer address from the image header to the
PRG$L_TRANSFER field in the program descriptor.

¢ Analyze each ISD in the image header, translate it to an appropri-
ate KSD, and include that KSD as part of the program descriptor.

* Process the shareable images referenced by the program. The
System Builder must see to it that every shareable image refer-
enced by the program is included in the system image.

¢ Copy the program’s image sections (including the fixup image
section) to the VAXELN system image. Only image sections are
copied; that is, the image header is discarded.
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The ISDs in a program’s image header form the basis for the System
Builder’s image processing. To translate ISDs into KSDs, the System
Builder opens the image file and scans each ISD to determine its type
and characteristics. For executable images, an ISD is translated into a
private KSD, which describes an image section containing code or data.
KSDs for program images are described in Section 2.4.1.3.

The ISDs being processed must be of type ISD$K_USRSTACK, ISD$K_
SHRPIC, or ISD$K_NORMAL. If not, processing of the image stops.
When an ISD has been processed, the image section it describes is
copied from the program image file to the VAXELN system image file.

This same process is applied to every ISD in every program in the
program list. When the program list has been exhausted, all system
and user programs will be in the system image. Following this block of
image sections in the system image is the block of program descriptors
and KSDs. In the course of processing the program images, the System
Builder will also have processed all the shareable images referenced by
the programs in the program list.

The following sections describe how each type of ISD is processed by
the System Builder.

24.2.1 Processing ISDs of Type ISD$K_USRSTACK

ISDs of type ISD$K_USRSTACK are discarded; they describe the user
stack for an image running under VMS. Instead of using this VMS
stack, the VAXELN Kernel creates a user-mode stack in P1 space when
a process is created. No KSD is created, and no image section is copied
to the system image.

2.4.2.2 Processing ISDs of Type ISD$K_SHRPIC

ISDs of type ISD$K_SHRPIC represent a shareable image referenced
by the program. The shareable image’s identification code is copied
from the ISD to the identification field for the referenced shareable
image in the program’s shareable image list. No KSD is created, and
no image section is copied to the system image.
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2.4.2.3 Processing ISDs of Type ISD$K_NORMAL

ISDs of type ISD$K_NORMAL require the creation of a private KSD
for the described image section. The System Builder allocates a KSD
structure and initializes it with zeros. The system virtual address

of the program’s first KSD is written to the PRG$L_KSD field in the
program descriptor. At run time, the KER$CREATE_JOB procedure
uses this address to access the KSDs for the program. As each private
KSD is created, it is added to the list of the program’s KSDs. This block
of KSDs is contiguous to the program descriptor and is later copied to
the system image file as part of the program list.

The values for the KSD’s KSD$L_PAGCNT and KSD$L_USER_VA
fields are copied from parallel fields in the ISD. The number of pages
specified by KSD$L_PAGCNT will be mapped from the image section
described by the KSD to the program’s virtual address space beginning
at the PO address found in KSD$L_USER_VA.

The values of the KSD$B_TYPE, KSD$B_FLAGS, KSD$L_SYSTEM_
VA fields depend on the bit settings in the ISD’s flags field. The follow-
ing sections describe how the remaining fields of a KSD are completed,
depending on the flag settings in the ISD.

2.4.2.3.1 ISDs with No Applicable Flags Set — Code Sections

If none of the applicable ISD flag bits is set, then a read-only image sec-
tion has been encountered. Therefore, the KSD type is set to KSD$K_
CODE, and KSD$L_SYSTEM_VA is set to the system virtual address
at which the image section will appear in the system image. If this im-
age section is adjacent to another private read-only image section, the
System Builder combines them and adds the value of KSD$L_PAGCNT
in the merged KSD to the same field in the previous KSD.

When the KER$CREATE_JOB procedure encounters a code KSD,

it simply maps the image section into the program’s address space,
starting at KSD$L_USER_VA, by copying the system page table entries
for the image section into the job’s PO page table (a process called
double mapping). No new physical memory is allocated, and multiple
jobs can execute a single copy of the program code.
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2.4.2.3.2 ISDs with the ISD$V_DZRO Flag Set — Demand-Zero Sections

If bit ISD$V_DZRO in the ISD flags field is set, then a demand-

zero image section has been encountered. Therefore, the KSD flag
KSD$V_CRF is set, the KSD type is set to KSD$K_DZRO, and KSD$L_
SYSTEM_VA is set to 0. When the KER$CREATE_JOB procedure
encounters a demand-zero KSD, it allocates the required KSD$L_
PAGCNT number of pages from physical memory, maps them into the
program’s address space starting at KSD$L_USER_VA, and zeros the

pages.

2.4.2,.3.3 ISDs with the ISD$V_WRT and ISD$V_CRF Flags Set — Data Sections

If bits ISD$V_WRT and ISD$V_CRF in the ISD flags field are set,
then a read/write image section (that is, data) has been encountered.
Therefore, the KSD flag KSD$V_CRF is set, the KSD type is set to
KSD$K_DATA, and KSD$L_SYSTEM_VA is set to the system virtual
address at which the image section will appear in the system image. If
this image section is adjacent to another private data image section, the
System Builder combines them and adds the value of KSD$L_PAGCNT
in the merged KSD to the same field in the previous KSD.

When the KER$CREATE_JOB procedure encounters a data KSD, it
allocates the required number of pages from physical memory, maps
them in the program’s address space starting at KSD$L_USER_VA,
and copies the data pages from system virtual address space into
the program’s address space. This way, multiple jobs executing the
same program image will each have a private copy of the program’s
read/write data.

2.4.2.3.4 ISDs with the ISD$V_FIXUPVEC Flag Set — Fixup Vector Sections

If bit ISD$V_FIXUPVEC in the flags field is set, then an image sec-
tion containing fixup data has been encountered. Therefore, the KSD
type is set to KSD$K_FIXUP, and KSD$L_SYSTEM_VA is set to the
system virtual address at which the fixup data will appear in the
system image. This address will be used during later processing to
resolve the program’s references to shareable images, as described in
Section 2.6.2.2.

When a fixup vector ISD is encountered, the System Builder interrupts
processing of the program image and processes the shareable images
referenced by the program, as described in Section 2.6.2.1. If the
program references a shareable image that contains a writeable image
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