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Appendix ACL
Access Control Lists

An access control list (ACL) specifies protection information for an object, such as a
file, directory, device, system logical name table, or global section.

ACL.1 Format of Access Control Entries

An access control entry has the following general format (parentheses and commas
are required).

(type, option, access)

The only portion that is always required is the type field. The option and access fields
may be optional, depending on the type of ACE being specified.

PARAMETERS

type
Indicates the kind of information to be supplied by the access control entry.
Specify type as one of the following (abbreviations are allowed).

ALARM_JOURNAL=name The name of an alarm journal to which security
alarms are sent. The only name currently allowed
is SECURITY. See the SET AUDIT command
in Appendix DCL and Section 2.3.2.7 for more
information about security auditing.

DEFAULT_PROTECTION Default file protection information for a directory.
Applicable only to an access control list of a directory
file.

IDENTIFIER=identifier Access information for an object (file, directory, or

device). Identifier specifies the user(s) to whom the
access information applies.
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options

Specifies whether the access control entry is propagated and whether it can be
displayed and/or deleted. Specify option in the following format:

OPTIONS=keyword+...
Specify keyword as one of the following (may be abbreviated).

NONE (default)
DEFAULT

HIDDEN

PROTECTED

NOPROPAGATE

access

No options.

The access control entry is to be placed in the access control list
of each file subsequently created in the directory. (The DEFAULT
option is not copied with the rest of the access control entry.)
Applicable only to an access control list of a directory file.

The access control entry can be changed only by the program
that created it. The HIDDEN option can only be specified from a
program. (You cannot specify it using DCL commands.)

The access control entry is not deleted by explicit (/DELETE)

or implicit (/LIKE) attempts to delete the entire ACL. An access
control entry marked as protected must be explicitly identified to
be deleted (for example, /ACL=(ACE)/DELETE).

The ACE is not propagated when the ACL is copied from one
version of a file to a later version of the file.

Specifies the type of access to be granted. If the access control entry is of
IDENTIFIER type, specify access in the form

ACCESS=keyword+...
Specify keyword as one of the following (may be abbreviated).

NONE
READ
WRITE
EXECUTE
DELETE
CONTROL

You may also specify the keywords SUCCESS and FAILURE with the
ALARM_JOURNAL ACE type.
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When applied to devices, access types have the following meanings:

NONE
READ
WRITE
CONTROL
SUCCESS
FAILURE

No access to the device

The right to allocate and issue read requests to the device
The right to issue write requests to the device

The right to change the access control list

Causes an alarm if access is granted to the device

Causes an alarm if access is denied to the device

When applied to files, access types have the following meanings:

NONE
READ
WRITE
EXECUTE
DELETE
CONTROL

SUCCESS
FAILURE

No access to the file

The right to read the file

The right to read and write to the file
The right to execute the file

The right to delete the file

The right to change the file header; this implies that users with CONTROL
access can give themselves any other type of access

Causes an alarm if access is granted to the file
Causes an alarm if access is denied to the file

When applied to global sections, access types have the following fneanings:

NONE
READ
WRITE
EXECUTE

CONTROL

SUCCESS
FAILURE

No access to the global section
The right to map the section for read access
The right to map the section for write access

The right to map the section for execute access (available only to
privileged software)

The right to change the access control list (applies only to page frame
number (PFN) and page file global sections)

Causes an alarm if access is granted to the global section
Causes an alarm if access is denied to the global section

When applied to system logical name tables, access types have the following

meanings:

NONE
READ
WRITE
DELETE
CONTROL
SUCCESS
FAILURE

No access to the logical name table

The right to look up logical names in the table

The right to create and delete logical names in the table

The right to delete the logical name table

The right to change the access control list

Causes an alarm if access is granted to the logical name table
Causes an alarm if access is denied to the logical name table
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When applied to volumes, access types have the following meanings:

NONE No access to the volume.

READ The right to examine, print, or copy files on a volume (READ access on
volumes limits the access to read only)

WRITE The right to modify or to write existing files on a volume
EXECUTE The right to create files on the volume and to write into them
DELETE The right to delete files on the volume _

CONTROL The right to change the protection and ownership of the volume
SUCCESS Causes an alarm if access is granted to the volume

FAILURE Causes an alarm if access is denied to the volume

For a DEFAULT_PROTECTION access control entry, specify access in the format
ownership:[access],...

Ownership is the ownership category: SYSTEM, OWNER, GROUP, or WORLD. Each
category may be abbreviated to the first character. Access is the access category: R
(read), W (write), E (execute), or D (delete). To deny access to an ownership category,
omit the access character after the ownership.

ACL.2 EDIT/ACL Command

Requires the Secure User Environment Option.
Requires the Common Utilities Option.

Use the DCL command EDIT/ACL to invoke the ACL editor.

EDIT/ACL object-spec

Requires the Secure User Environment Option.

Invokes the ACL editor. Enter CTRL/Z to exit from the ACL editor and save your
edits; enter GOLD + CTRL/Z to quit the editing session without saving the edits.

PARAMETERS

object-spec
Specification of the object whose access control list is being edited. Specify a
directory file as a file specification with the file type DIR. The file must be a disk
file on a Files-11 Structure Level 2 formatted volume. No wildcard characters
are allowed.
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QUALIFIERS

/JOURNAL[=file-spec] (default)

/NOJOURNAL
Specifies whether or not the ACL editor keeps a journal file during an editing
session and the specification of that journal file. File-spec defaults to the name of
the file being edited and a file type of JOU.

/MODE=option
Specifies whether or not the ACL editor prompts for field values. Specify the
option as PROMPT (default) or NOPROMPT.

JOBJECT=type
Specifies the type of object whose ACL is being edited. Possible types are:
FILE (default) Specifies that the object is a file.
DEVICE Specifies that the object is a device.
SYSTEM_GLOBAL _ Specifies that the object type is a system global section.
SECTION

GROUP_GLOBAL _SECTION  Specifies that the object type is a group global section.

LOGICAL _NAME_TABLE Specifies that the object type is a system logical name
table.

/RECOVER[=file-spec]
/NORECOVER (default)

Specifies whether or not a journal file is executed before the editing session
begins. File-spec defaults to the name of the file being edited and a file type of
JOu.

EXAMPLES

$ EDIT/ACL CHAP.TXT

Invokes the ACL editor to edit the access control list associated with the highest
version of the file CHAP.TXT. If CHAP.TXT does not exist, an error occurs. If
CHAP.TXT has no access control list, one is created when the user enters CTRL/Z.
$ EDIT/RECOVER/ACL CHAP.TXT

Invokes the ACL edltor to recover edits made during a previously aborted editing
session.
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ACL-6

ACL.3 ACL Editor Commands

Requires the Secure User Environment Option.
Requires the Common Utilities Option.

Invoke the ACL editor (with the EDIT/ACL command) to use the following
commands.

ACL.3.1 Keypad Diagram
Use the keypad to enter keypad commands.

PF1 PF2 PF3 PF4
HELP FNDNXT DEL ACE
GOLD
HELPFMT FIND UND ACE
7 8 9 —
SEL FIELD DEL W
ADV FIELD UND W
4 5 6
ADVANCE BACKUP DEL C
BOTTOM TOP UND C
1 2 3 ENTER
WORD EOL
DEL EOL
ENTER
0 °
OVER ACE
ITEM
INSERT

ZK-1740-84
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ACL.3.2 Keypad Commands

The diagram above the command description represents the keypad shown in
Section ACL.3.1.

ADVANCE

HEEE
HEEN
L EEN
N
10

Sets the cursor direction forward, from top to bottom of the access control list, for the
commands OVER ACE, FIND, FNDNXT, MOVE SCREEN, and WORD, and remains
in effect until you press BACKUP.

ADV FIELD

=gof
L EEE
HEEN
HEN
10

Completes the current ACE field and moves the cursor to the next ACE field,
inserting text as needed.

BACKUP

NN

N

LR

L0

0

Sets cursor direction backward, from bottom to top of the access control list, for the

commands OVER ACE, FIND, FNDNXT, MOVE SCREEN, and WORD, and remains
in effect until you press ADVANCE.



ACL-8 Access Control Lists
ACL Editor Commands

Moves the cursor to the end, or bottom, of the access control list. If prompting is
enabled, begins the prompting sequence for a new ACE.

DEL ACE

LOOE
HEEN
NN

HEN
10

Deletes the current ACE (which may be more than 1 line).

DEL C

HEEE
HEEN
L0
NN
[0

Deletes the character the cursor is on.

DEL EOL

e
HEEE
HEEE

M0
10

Deletes the text from the cursor to the end of the line. The deleted text is stored in a
buffer.
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Completes and checks the syntax of the current ACE. The object’s ACL is not
modified at this time.

EOL

HEEE

Moves the cursor to the end of the current line.

FIELD

10

Completes the current ACE field and moves the cursor to the next ACE field or
subfield, inserting text as needed.
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FIND

mOm0

0]

Displays the “Search for:” prompt and finds the first occurrence of the character string
that you specify in response. You must terminate the string by pressing ENTER. If
the string is found, the cursor moves to the first character in the string; otherwise,
the cursor remains in place and the message “String was not found” appears.

FNDNXT

Moves the cursor to the first character of the next occurrence of the search string
specified in the FIND command. If there is no further occurrence of the string, the
cursor remains in place and the message “String was not found” appears.

GOLD

When pressed before another keypad key, specifies the second key’s alternate
function (the bottom function on the keypad diagram).



Access Control Lists ACL-11
ACL Editor Commands

Displays a diagram of keypad keys. When one of the keys is pressed after HELP,
information about that key is displayed. Pressing the TAB key after HELP is like
pressing HELP FMT.

HELP FMT

0]

Displays the format of an ACE. By pressing the TAB key after HELP FMT, you can
obtain information about each field and its possible values.

INSERT

L EEN
HEEN
HEEE

HE
LN

Inserts a blank line before the current ACE. If prompting is enabled, begins the
prompting sequence for a new ACE.

ITEM

EEEN
RN
HEEE
HEE
[ W

Selects the next value of the current ACE field.



ACL-12 Access Control Lists
ACL Editor Commands

MOVE SCREEN

Moves the cursor one screen in the current direction (see ADVANCE or BACKUP). A
screen is defined as two-thirds the number of lines in the display.

OVER ACE

Ll

Moves the cursor to the beginning of the next ACE or to the beginning of the
previous ACE.

TOP

LEEN
AEEN
LRO0
HEE
10

Moves the cursor to the beginning, or top, of the access control list.

UND ACE

SL0E
HEEE
NN
NN
10

Inserts, above the current access control entry, the access control entry most recently
deleted with DEL ACE. ’
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UND C

RN
AR
U=
HEN
10

Inserts to the left of the cursor the character most recently deleted with DEL C or
DELETE.

UND W

L EEN
LILICIE

HEEN
HEE
10

Inserts to the left of the cursor the word most recently deleted with DELW or LINE
FEED. :

WORD

NN
HEEE
NN
=00
10

Moves the cursor one word in the current direction (see ADVANCE or BACKUP)
within the current line.

Four arrow keys also move the cursor.

* DOWN ARROW—Moves the cursor to the character in the line below. If the
access control entry in which the cursor is positioned is new, the ACL editor
processes the access control entry before moving the cursor. If the entry is
incomplete or improperly formatted, an error occurs and the cursor remains in
place.

e LEFT ARROW—Moves the cursor one character to the'left. If the cursor is at the
left margin, LEFT ARROW moves the cursor to the rightmost character in the
line above.
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RIGHT ARROW—Moves the cursor one character to the right. If the cursor is at
the right margin, RIGHT ARROW moves it to the leftmost character in the line
below.

UP ARROW—Moves the cursor to the character in the line above it. If the access
control entry in which the cursor is positioned is new, the ACL editor processes
the access control entry before moving the cursor. If the entry is incomplete or
improperly formatted, an error occurs and the cursor remains in place.

You can use the following keyboard keys to supplement the keypad keys. Keys in
parenthesis are for a VT100 series terminal.

F12 (BACKSPACE)—Moves the cursor to the beginning of the current line.
<X] (DELETE)—Deletes the character to the left of the cursor.

F13 (LINE FEED)—Deletes the text from the cursor to the beginning of the word.
If cursor is positioned at the first character of the word, deletes to the beginning
of the previous word.

TAB (TAB)—Moves the text to the next tab stop.

On the VT200 series terminal, you can also use the following supplemental editing
keypad keys:

FIND ([E1] )—Elicits the “Search for:” prompt as the first step in the FIND
operation. Type the search string after the prompt and then press either the DO
or ENTER key to process the search. (Performs the same function as the FIND
keypad key.)

INSERT HERE ([E2] )—Indicates the line where the selected text in the PASTE
buffer is to be inserted. By default, support for the PASTE buffer is disabled.

REMOVE ([E3] )—Removes the text within the select range to the PASTE buffer.
Each time REMOVE is used, the previous contents of the PASTE buffer are
deleted. By default, support for the PASTE buffer is disabled.

COPY ([coLb][€3] )—Copies the text within the select range to the PASTE buffer.
Each time COPY is used, the previous contents of the PASTE buffer are deleted.
By default, support for the PASTE buffer is disabled.

SELECT ([E4] )—Marks the beginning of a range of text to be removed or copied
to the PASTE buffer. Press SELECT; move the cursor to include the desired
amount of text to be removed or copied; and press either REMOVE ([E3] ) or
COPY ([coLp][E3] ) to complete the operation. By default, support for the PASTE
buffer is disabled.
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PREV SCREEN ([E5] )—Moves the cursor one screen in the backward direction.
By default, a screen is defined as two-thirds the number of lines in the display.

NEXT SCREEN ([E6] )—Moves the cursor one screen in the forward direction. By
default, a screen is defined as two-thirds the number of lines in the display.

ACL.3.3 Control Keys

The following control keys also perform editing functions:

CTRL/A—Determines whether characters are entered in insert or overstrike
mode. Insert mode (the default) inserts a character to the left of the current
character. Overstrike mode replaces the current character.

CTRL/D—Allows you to execute one TPU command.
CTRL/H—Moves the cursor to the beginning of the current line.

CTRL/J—Deletes the text from the cursor to the beginning of the word. If the
cursor is positioned at the first character of the word, CTRL/J deletes to the
beginning of the previous word.

CTRL/U—Deletes the text from the cursor to the beginning of the line.

CTRL/W—Refreshes the screen by deleting extraneous characters and restoring
the previous display.

CTRL/Z—Terminates the editing session and updates the ACL.

GOLD + CTRL/Z—Ignores changes made to the ACL and terminates the editing
session.

ACL.4 DCL Commands That Affect ACLs

Use the following DCL commands to create, modify, or delete a single access control
entry or to manipulate an entire access control list.

SET ACL object

Creates or modifies one or more access control entries (ACEs) in the access control
list (ACL) of the specified object.
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PARAMETERS

object
The specification of an object whose access control list is to be modified. Files
must be on Files-11 Structure Level 2 formatted disk volumes. Logical name
tables must be system logical name tables.

QUALIFIERS

/ACL[=(ace,...)]
Specifies the access control list or entries to be created or modified. Ace specifies
an access control to be inserted at the top of the ACL. If no ACE is specified, the
entire ACL is affected. (Note that security alarm ACEs are always placed at the
beginning of the ACL.)

/AFTER=ace
Places the access control entries specified with the /ACL qualifier after the access
control entry specified with /AFTER. By default, access control entries are added
to the beginning of the access control list. (Note that security alarm ACEs are
always placed at the beginning of the ACL.)

/BEFORE[=time]
Modifies the ACLs of only those files dated before the specified time. You can
specify time as an absolute time, a combination of absolute and delta times, or
one of the following keywords: TODAY (default)) TOMORROW, YESTERDAY.
Compatible only with /OBJECT_TYPE=FILE.

[BY_OWNER][=uic]
Modifies only the ACLs of those files with the specified user identification code
(UIC). The default UIC is that of the current process. Compatible only with
/OBJECT_TYPE=FILE.

/CONFIRM
/NOCONFIRM (default)

Issues a request for confirmation before each modification. Compatible only with
/OBJECT_TYPE=FILE. The following responses are valid:

YES Modify the ACE.
NO Do not modify the ACE.
TRUE Modify the ACE.
FALSE Do not modify the ACE.
1 Modify the ACE.
0 Do not modify the ACE.

RETURN Do not modify the ACE.
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ALL Continue execution of the command with no further confirmation
prompts.
CTRL/Z Stop execution of the command.
QUIT Stop execution of the command.
J/CREATED

Modifies the ACLs of files selected according to their creation date. Relevant only
with the /BEFORE and /SINCE qualifiers. Compatible only with
/OBJECT_TYPE=FILE.

[DEFAULT
Creates a new ACL using the default ACEs of the parent (not the default)
directory. For a directory file, the /DEFAULT qualifier propagates the entire
ACL (except for ACEs with the NOPROPAGATE options) so that a particular
access protection can be propagated throughout a directory tree. For all other
files, the /DEFAULT qualifier propagates the DEFAULT option ACEs in the ACL
of the parent directory to the ACL of the specified files. Compatible only with
/OBJECT_TYPE=FILF

[DELETE
Deletes the access control entries specified with the /ACL qualifier. If no access
control entry is specified with /ACL, the entire access control list is deleted
(excluding ACEs specified with the PROTECTED option).

[EXCLUDE=(file-spec,...)
Excludes the specified files from the operation. Wildcard characters are allowed.

However, you cannot use relative version numbers to exclude a specific version.
Compatible only with /OBJECT_TYPE=FILE.

[LIKE=(OBJECT_TYPE=type,OBJECT_NAME=name)
Deletes the access control list of the specified object and replaces it with the
access control list of the object specified with /LIKE. (The source and destination
objects do not have to be the same type for this qualifier.) You can specify the
following keywords for /OBJECT_TYPE: DEVICE, FILE, SYSTEM_GLOBAL _
SECTION, GROUP_GLOBAL _SECTION, or LOGICAL _NAME_TABLE.

/LOG

/NOLOG (default)
Displays the specification of each object whose ACL is modified as the command
executes.

/NEW

Deletes the ACL (except ACEs with the PROTECTED option) of the specified
object and replaces it with the ACL specified with the /ACL or /LIKE qualifier.
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JOBJECT_TYPE(=keyword)

Specifies the type of the object whose ACL is being modified. Possible keywords
are: FILE (default), DEVICE, SYSTEM_GLOBAL _SECTION,
GROUP_GLOBAL _SECTION, or LOGICAL_NAME_TABLE.

/REPLACE=(ace,...)

Deletes the access control entries specified with the /ACL qualifier and replaces
them with the access control entries specified with /REPLACE.

[SINCE[=time]
Modifies only the ACLs of those files dated after the specified time. You can
specify time as an absolute time, a combination of absolute and delta times,
or one of the following keywords: TODAY (default), TOMORROW, and
YESTERDAY. Compatible only with /OBJECT_TYPE=FILE.

EXAMPLES

$ SET ACL/ACL=(IDENTIFIER=[SMITH],ACCESS=CONTROL) x.FOR

Adds the access control entry specified by /ACL to the beginning of the access
control list of each file with a file type of FOR in the current default directory. (The
/OBJECT_TYPE qualifier defaults to file.)

$ SET ACL/ACL=(IDENTIFIER=NONEXEC,ACCESS=READ) -

_$ /REPLACE=(IDENTIFIER=NONEXEC, ACCESS=NONE)-

_$ /OBJECT_TYPE=DEVICE WORKDISK

Changes the access control entry specified by /ACL to the one specified by
/REPLACE in the access control list of the device WORKDISK.

SET DEVICE/ACL [=(ace,...)] device-name,...

Creates or modifies one or more access control entries in the access control lists of
the specified devices.

PARAMETERS

ace
Access control entries (ACEs) to be modified. If no ACE is specified, the entire
access control list (ACL) is affected.

device-name
Specification of devices whose access control lists are being edited; no wildcard
characters are allowed.
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QUALIFIERS

|/AFTER=ace

Places the access control entries specified with the /ACL qualifier after the access
control entry specified with /AFTER. By default, access control entries are added
to the beginning of the access control list. (Note that security alarm ACEs are
always placed at the beginning of the ACL.)

/DELETE

Deletes the access control entries specified with the /ACL qualifier. If no access
control entry is specified with /ACL, the entire access control list is deleted
(except ACEs specified with the PROTECTED option).

JLIKE=device-name

Deletes the access control list of the specified device and replaces it with the
access control list of the file specified with /LIKE. No wildcard characters are
allowed.

/LOG

/NOLOG (default)
Displays the device name of each device whose ACL is modified as the command
executes.

/NEW

Deletes the access control lists (except ACEs with the PROTECTED option) of the
specified devices and replaces them with the access control list specified with the
/ACL or /LIKE qualifier.

/REPLACE=(ace,...)

Deletes the access control entries specified with the /ACL qualifier and replaces
them with the access control entries specified with /REPLACE.

EXAMPLES

$ SET DEVICE/ACL=(IDENTIFIER=[FRED],ACCESS=NONE) WORKDISK

Adds an access control entry specified by /ACL to the beginning of the access control
list of the device WORKDISK.

$ SET DEVICE/ACL/LIKE=$CONSOLE TERMINAL2

Replaces the access control list of TERMINAL2 with the access control list of the
console terminal ($CONSOLE).
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SET DIRECTORY/ACL [=(ace,...)] directory-spec,...

Creates or modifies one or more access control entries (ACEs) in the access control
lists (ACLs) of the specified directory.

PARAMETERS

ace
Access control entries (ACEs) to be modified. If no ACE is specified, the entire
access control list (ACL) is affected.

directory-spec
Specifications of directory whose access control list is being edited. Device name
and colon are optional. Wildcard characters are allowed. Directories must be on
a Files-11 Structure Level 2 formatted disk volume.

QUALIFIERS

/AFTER=ace _
Places the access control entries specified with the /ACL qualifier after the access
control entry specified with /AFTER. By default, access control entries are added
to the beginning of the access control list. (Note that security alarm ACEs are
always placed at the beginning of the ACL.)

[BEFORE[=time]
Modifies only the ACLs of those directories dated before the specified time.
You can specify time as an absolute time, a combination of absolute and delta
times, or one of the following keywords: TODAY (default)) TOMORROW,
YESTERDAY.

/BY_OWNER][=uic]
Modifies only the ACLs of those directories with the specified user identification
code (UIC). The default UIC is that of the current process.

/CONFIRM

/NOCONFIRM (default)
Issues a request for confirmation before each modification. The following
responses are valid: :

YES Modify the ACE.
NO Do not modify the ACE.
TRUE Modify the ACE.
FALSE Do not modify the ACE.
1 Modify the ACE.

0 Do not modify the ACE.
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RETURN Do not modify the ACE.
ALL Continue execution of the command with no further confirmation
prompts.
CTRL/Z Stop execution of the command.
QUIT Stop execution of the command.
/CREATED

Modifies the ACLs of directories selected according to their creation date.
Relevant only with the /BEFORE and /SINCE qualifiers.

[DEFAULT

Creates a new ACL using the default ACEs of the parent (not default) directory.
For a directory file, the /DEFAULT qualifier propagates the entire ACL (except
for ACEs with the NOPROPAGATE option) so that a particular access protection
can be propagated throughout a directory tree.

[DELETE

Deletes the access control entries specified with the /ACL qualifier. If no access
control entry is specified with /ACL, the entire access control list is deleted
(except ACEs specified with the PROTECTED option).

JEXCLUDE=(directory-spec,...)
Excludes the specified directory from the operation. Wildcard characters are
allowed.

JLIKE=directory-spec
Deletes the access control list of the specified directory and replaces it with the

access control list of the directory specified with /LIKE. Wildcard characters are
not allowed.

/LOG
/NOLOG (default)

Displays the specification of each directory modified as the command executes.

[NEW

Deletes the access control list (except ACEs set with the PROTECTED option)
of the specified directory and replaces it with the access control entries specified
with the /ACL qualifier. '

/REPLACE=(ace,...)

Deletes the access control entries specified with the /ACL qualifier and replaces
them with the access control entries specified with /REPLACE.
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[SINCE[=time]
Modifies only those directories dated after the specified time. You can specify

time as an absolute time, a combination of absolute and delta times, or one of
the following keywords: TODAY (default)), TOMORROW, YESTERDAY.

EXAMPLE

$ SET DIRECTORY/ACL/LIKE=[SMITH.PERSONAL] [JONES.PERSONAL]

Replaces the ACL of the directory [JONES.PERSONAL] with the ACL of the directory
[SMITH.PERSONAL]. ’

$ SET DIRECTORY/ACL=(IDENTIFIER=[123,321]+NETWORK,ACCESS=NONE)
Adds an identifier that permits no network access to the directory for user [123,321].

SET FILE/ACL [=(ace,...)] file-spec,...

Modifies one or more access control entries (ACEs) in the access control lists (ACLs)
of the specified files.

PARAMETERS

ace i
Access control entries (ACEs) to be modified. If no ACE is specified, the entire
access control list (ACL) is affected.

file-spec
Specifications of files whose access control lists are being edited. Wildcard
characters are allowed. Use a comma to separate file specifications. Each file
must be on a Files-11 Structure Level 2 formatted disk volume.

QUALIFIERS

/AFTER=ace
Places the access control entries specified with the /ACL qualifier after the access
control entry specified with /AFTER. By default, access control entries are added
to the beginning of the access control list. (Note that security alarm ACEs are
always placed at the beginning of the ACL.)

/BEFORE[=time]

Modifies the ACLs of only those files dated before the specified time. You
can specify time as an absolute time, a combination of absolute and delta
times, or one of the followmg keywords: TODAY (default), TOMORROW, and
YESTERDAY.

/BY_OWNER[=uic]
Modifies the ACLs of only those files with the specified user identification code.
The default UIC is that of the current process.
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/CONFIRM

/NOCONFIRM (default)
Issues a request for confirmation before each modification. The following
responses are valid:

YES Modify the ACE.

NO Do not modify the ACE.

TRUE Modify the ACE.

FALSE Do not modify the ACE.

1 Modify the ACE.

0 Do not modify the ACE.

RETURN Do not modify the ACE.

ALL Continue execution of the command with no further confirmation

prompts.

CTRL/Z Stop execution of the command.

QUIT Stop execution of the command.
/CREATED

Modifies the ACLs of files selected according to their creation date. Relevant only
with the /BEFORE and /SINCE qualifiers.

/DEFAULT

Creates a new ACL using the default ACEs of the parent (not default) directory.
For a directory file, the /DEFAULT qualifier propagates the entire ACL (except
for ACEs with the NOPROPAGATE option) so that a particular access protection
can be propagated throughout a directory tree. For all other files, the /DEFAULT
qualifier propagates the DEFAULT option ACEs in the ACL of the parent
directory to the ACL of the specified files.

/DELETE

Deletes the access control entries specified with the /ACL qualifier. If no access
control entry is specified with /ACL, the entire access control list is deleted
(except ACEs specified with the PROTECTED option).

JEXCLUDE=(file-spec,...)
Excludes the specified files from the operation. You can specify a directory name
but not a device name in the file specifications. Wildcard characters are allowed.
However, you cannot use relative version numbers to exclude a specific version.

JLIKE=file-spec
Deletes the access control list of the input files and replaces it with the access
control list of the file specified with /LIKE.
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/LOG
/NOLOG (default)
Displays the file specification of each file modified as the command executes.

/NEW

Deletes the access control list of the input file (except those entries set with the
PROTECTED option) and replaces it with the access control list specified with
the /ACL or /LIKE qualifier.

/REPLACE=(ace,...)

Deletes the access control entries specified with the /ACL qualifier and replaces
them with the access control entries specified with /REPLACE.

/SINCE[=time]
Modifies only those input files dated after the specified time. You can specify

time as an absolute time, a combination of absolute and delta times, or one of
the following keywords: TODAY (default), TOMORROW, YESTERDAY.

EXAMPLES

$ SET FILE/ACL=(IDENTIFIER=[200,200] ,ACCESS=R+W+E+D) s.x;x*

Adds the access control entry specified by /ACL to the beginning of the access
control list of each file in the current default directory.

$ SET FILE/ACL=(IDENTIFIER=[200,200] ,ACCESS=R+W+E+D) /EXCLUDE=x%.DAT *.x;x
Adds the access control entry specified by /ACL to the beginning of the access
control list of each file in the current default directory, except those files with a file
type of DAT.

$ SET FILE/ACL/LIKE=[USER]JPROTO.TXT [USER...J]x.x;x
Deletes the access control lists from all files in the [USER] directory tree and replaces
them with the access control list of the file [USER][PROTO.TXT.

$ SET FILE/ACL=(IDENTIFIER=[200,200],ACCESS=R+W+E+D) -

-$ /REPLACE=(IDENTIFIER=[200,200] ,ACCESS=NONE) *.x;x*

Changes the access control entry specified by /ACL to the one specified by
/REPLACE in the access control list of each file in the current default directory.

$ SET FILE/ACL=(IDENTIFIER=[200,200],ACCESS=R+W+E+D)/NEW x.x;*
Replaces the access control list of each file in the current default directory with an
access control list containing the access control entry specified by /ACL.
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SHOW ACL object-name
Displays the access control list (ACL) of an object.

PARAMETERS

object-name
The name of the object whose ACL is to be displayed. No wildcards are allowed.

QUALIFIERS

/OBJECT_TYPE=type
Specifies the type of object whose ACL is to be displayed. Possible keywords
are: FILE (the default), DEVICE, SYSTEM_GLOBAL _SECTION,
GROUP_GLOBAL _SECTION, or LOGICAL _NAME_TABLE.

EXAMPLE

$ S ACL : E
Displays the ACL of the dev1ce TTA1







Appendix AUTH
Authorize Utility (AUTHORIZE)

Use the Authorize Utility to maintain the user authorization file, the network
authorization file, and the rights database. The following commands invoke the
Authorize Utility.

$

You must set your default directory to SYS$SYSTEM to access the system UAF. (The
Authorize Utility works upon the highest version of SYSUAF.DAT in your default
directory.) If a UAF exists in SYS$SYSTEM (or your default directory), you receive
the following prompt:

UAF>

If a UAF does not exist, you receive the following error messages and query:

unable to open SYSUAF.DAT
%RMS-E-FNF, file not found
Do you want to create a new file?

Check to be sure your default directory is set correctly; that is, consider carefully
whether or not you want to create a new system UAF. A response beginning with the
letter Y (uppercase or lowercase) results in creation of a new system UAF containing
a DEFAULT record and a SYSTEM record (no USERP record and no USER record).
You then receive the UAF> prompt.

In response to the UAF> prompt, you can enter one of the commands in the
following list. You can continue to enter commands until you enter the EXIT
subcommand or type CTRL/Z. The documented defaults are those of the DEFAULT
record as supplied by DIGITAL.

If the rights database file, RIGHTSLIST.DAT, does not exist, you must create it before
you can add identifiers to the rights database (see the CREATE/RIGHTS command
of the Authorize Utility).
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ADD username

Adds a new user record to the UAF with field values as specified by the qualifiers or
(where qualifiers are omitted) the DEFAULT record, except that the password always
defaults to USER. If you have previously created a rights database, ADD adds an
identifier with the username to the rights database (unless you specify
/NOADD_IDENTIFIER).

PARAMETERS

username
A character string of 1 through 12 alphanumeric, underscore, and dollar sign

characters specifying a username for the account. The name must be unique
within the UAF.

QUALIFIERS

/ACCESS=([PRIMARY],[n-m],[n],... [SECONDARY],[n-m],[n]....)

/NOACCESS=([PRIMARY],[n-m],[n],... [SECONDARY],[n-m],[n],...)
Specifies the hours of access allowed the user for all modes of login (batch,
interactive, dialup, local, and remote). Specify hours as integers from 0 through
23, either as single hours (n) or as ranges of hours (n-m). Note that access
extends through the hour; for example, to specify access from 9 to 5, specify the
hours as 9-16, not 9-17.. (If the ending hour of a range is earlier than the starting
hour, the range extends from the starting hour through midnight to the ending
hour.) PRIMARY specifies hours on primary days, SECONDARY on secondary
days; use the /PRIMEDAYS qualifier to specify which days are primary and
secondary. If no hours are specified for either PRIMARY or SECONDARY days,
access is permitted the entire day; if hours are specified with no day type, they
apply to both primary and secondary days. /NOACCESS prohibits access for the
specified hours.

/ACCOUNT=account-name
A character string of 1 through 8 characters, specifying an account name for the
account. Enclose the name within quotation marks if it contains blanks or special
characters. Defaults to blanks. If you specify the /ACCOUNT=account-name
qualifier and there is no group identifier for the group component of the user’s
UIC in the rights database, an identifier with this name and value (grp,-1) is
created.

/ADD_IDENTIFIER (default)
/NOADD_IDENTIFIER
Adds identifiers for the username and account name to the rights database.

[ASTLM=ast-queue-limit
An integer with a minimum value of 2 specifying the number of ASTs the user
can have queued at one time. Defaults to 10.
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[/BATCH=([PRIMARY],[n-m],[n],... [SECONDARY],[n-m],[n}....)
/NOBATCH=([PRIMARY],[n-m],[n],... [SECONDARY],[n-m],[n],...)
Specifies hours of access permitted for batch jobs. See /ACCESS for specification
of days and hours.

/BIOLM=buff-io-count-limit
An integer with a minimum value of 2 specifying the number of buffered I/Os
the user can have active at one time. Defaults to 6.

[BYTLM=buff-io-byte-limit
An integer with a minimum value of 1024 specifying the number of bytes the
user can have involved in buffered I/O operations. Defaults to 4096.

/CLI=cli-name
A character string of 1 through 31 characters specifying the default command
language interpreter. Defaults to DCL.

J/CLITABLES

A character string of 1 through 31 characters specifying the command language
table (which must reside in SYSSLIBRARY and have a file type of EXE). Defaults
~ to DCLTABLES.

/CPUTIME-deIta-tlme

A delta time specifying the maximum CPU time allowed a user per session. The
value 0 means no limit. Defaults to 0. See Section 5.4.2 for information about
delta time format.

/DEFPRIVILEGES=([NO]privhamel,...])

Specifies the default privileges that are allowed or disallowed the user at login.
Specify the keyword [NOJALL to disable or enable all user privileges.

/DEVICE=device-name

A character string of 1 through 15 characters specifying the user’s default device
at login. The colon can be omitted. Defaults to blanks. At login, a blank value
- means SYS$SYSDEVICE.

[DIALUP=([PRIMARY],[n-m],[n],... [SECONDARY],[n-m],[n],...)
/NODIALUP=([PRIMARY],[n-m],[n],... [SECONDARY},[n-m],[n}....)
Specifies hours of access permitted for interactive login via dialup terminals. See
/ACCESS for specification of days and hours.

/DIOLM=dir-io-count-limit
An integer with a minimum value of 2 specifying the user’s direct I/O count
limit. Defaults to 6.
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/DIRECTORY=directory-name

A character string of 1 through 63 characters specifying the user’s default
directory at login. The brackets can be omitted. Defaults to [USER].

JENQLM=queued-locks-limit
An integer with a minimum value of 2 specifying the number of locks the user
can have queued at one time. Defaults to 10.

[EXPIRATION=time
Specifies the expiration date and time for the account.

/FILLM=open-file-limit
An integer with a minimum value of 2 specifying the number of files the user
can have open at once. Defaults to 20.

[FLAGS=(flag-name,...)
Login flags. NO in front of the flag name clears the flag. Defaults to all flags off.

Possible flags are:

[NOJAUDIT Audits all security-related actions

[NOJAUTOLOGIN Restricts the account to the autologin mechanism

[NOJCAPTIVE Places user under the control of the login command procedure;
implies DISCTLY and DEFCLI

[NOJDEFCLI Restricts the user to the default command language interpreter
and CLI tables

[NOJDISCTLY Disables the CTRL/Y function

[NOJDISMAIL Prevents mail delivery to this user

[NO]DISNEWMAIL Suppresses announcements of new mail at login time

[NO]DISREPORT Suppresses time of last login and other security reports

[NOJDISUSER Disables all logins for this account

[NO]DISWELCOME Suppresses the system login message

[NO]JGENPWD Requires user to use generated passwords

[NOJLOCKPWD Prevents the user from changing the password for the account

[NOJPWD_EXPIRED Marks password as expired

[NOJPWD2_EXPIRED

Marks second password as expired
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/GENERATE_PASSWORD[=keyword
Invokes the password generator at login. The /GENERATE_PASSWORD and
/PASSWORD qualifiers are mutually exclusive. Possible keywords are:

ALL Generate primary and secondary passwords

BOTH Generate primary and secondary passwords

CURRENT (default) Generate primary, secondary, or both passwords
as specified for the DEFAULT account

PRIMARY Generate primary password only

SECONDARY Generate secondary password only

[INTERACTIVE=([PRIMARY],[n-m],[n],... [SECONDARY],[n-m],[n],...)
Specifies hours of access permitted for interactive login via any terminal. See
/ACCESS for specification of hours and days.

[JTQUOTA=n
Specifies the initial byte quota with which the job wide logical name table is to
be created. The range is 0 to 7FFFFFFF, but it is bounded by the current quota
remaining in the system directory logical name table. A quota of 0 pools the job
table quota with that of its parent, the system directory logical name table. (In
such a case, the job table has for all practical purposes an infinite quota.)

/LGICMD-=file-spec
A file specification of up to 63 characters that specifies the name of the login
command file. Defaults to the device specified for /DEVICE, the directory
specified for /DIRECTORY, a file name of LOGIN, and a file type of COM.

/LOCAL=([PRIMARY],[n-m],[n],... [SECONDARY],[n-m],[n].,...)
/NOLOCAL=([PRIMARY},[n-m],[n},... [SECONDARY}],[n-m],[n],...)

Specifies hours of access permitted for interactive login via local terminals. See
/ACCESSED for specification of days and time.

/MAXACCTJOBS=value

Specifies the maximum number of batch, interactive, and detached processes that
may be active at one time for all users of the specified user’s account. A value of
0 means no limit. Defaults to 0.

/MAXDETACH=max-detach-procs

An integer value specifying the number of detached processes the user can have
active at one time. A value of 0 means no limit. Defaults to 0.

/MAXJOBS=max-procs
An integer specifying the total number of interactive, batch, and detached
processes the user can have active at one time. A value of 0 means no limit.
Defaults to 0.



AUTH-6  Authorize Utility (AUTHORIZE)
ADD

/NETWORK=([PRIMARY},[n-m],[n][,...] [SECONDARY,[n-m],[n][,...])

/NONETWORK=([PRIMARY],[n-m],[n][,...] [SECONDARY,[n-m],[n][....])
Specifies hours of access permitted for network jobs. See /ACCESS for
specification of days and hours.

JOWNER=owner-name

A character string of 1 through 31 characters specifying an owner name for the
account. Defaults to blanks.

/PASSWORD=password1[,password2]

/NOPASSWORD
Specifies up to 2 passwords for login. Each password is a character string
of 0 through 31 alphanumeric, underscore, and dollar sign characters. If
omitted, password defaults to USER. To set only the first password, specify
/PASSWORD=password]1; to set both the first and second password, specify
/PASSWORD=(password1, password2). To change the first password without
affecting the second, specify /PASSWORD=(password,"”). To change the second
password without affecting the first, specify /PASSWORD=("",password). To set
both passwords to null, specify /NOPASSWORD.

/[PGFLQUOTA=paging-file-limit
An integer with a minimum value of 2048 specifying the number of pages the
user can have in the paging file at one time. Defaults to 10000.

/PRCLM=subproc-create-limit
An integer with a minimum value of 0 specifying the number of subprocesses
the user can have active at one time. Defaults to 2.

/PRIMEDAYS=([NO]day,...)
Primary and secondary days of the week for logging in. Specify primary days
as MON, TUE, WED, THU, FRI, SAT, and SUN. Specify secondary days as
NOMON, NOTUE, NOWED, NOTHU, NOFRI, NOSAT, and NOSUN. Defaults
to MON, TUE, WED, THU, FRI, NOSAT, and NOSUN. Any days omitted from
the list take their default values.

/PRIORITY=base-priority
An integer in the range 0 through 31 specifying the default base priority for the
user’s processes. Defaults to 4.

[PRIVILEGES=([NO]priv,...)
A list of privileges that the user is granted at login. NO in front of a privilege
name removes the privilege. A specification of ALL means all privileges.
Parentheses may be omitted for a single privilege name. Defaults to NETMBX
and TMPMBX. (See Section 2.1.1.6 for a complete list of privileges.)
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/PWD_EXPIRED
/NOPWD_EXPIRED

Specifies that a password is valid only for the first login. In order to log in to the
account after the first session, the user must specify a new password during this
session with the DCL command SET PASSWORD. '

/PWDLIFETIME=delta-time
/NOPWDLIFETIME

Specifies a password’s lifetime. If the password’s lifetime has elapsed when

the user logs in, he is issued a warning message and the password is marked
as expired. The default is 180-00:00:00.00 (180 days). See Section 5.4.2 for
information about delta time format.

/PWDMINIMUM=n

Specifies the minimum password length in characters; the default is 6 characters.
Note that this value is enforced only by the SET PASSWORD command;
passwords in violation of this value may be specified to AUTHORIZE.

/QUEPRIORITY=n

Specifies the priority for queuing batch and print jobs. The priority should be in
the range from 0 to 31; 4 is the default for a timesharing user.

/REMOTE=([PRIMARY],[n-m},[n][,...] [SECONDARY,[n-m],[n][-..])
/NOREMOTE=([PRIMARY],[n-m],[n][,...] [SECONDARY,[n-mL[nI[,...])

Specifies the hours of access permitted for interactive login via network remote
terminals (that is, SET HOST). See /ACCESS for specification of days and hours.

/SHRFILLM=value

Specifies the maximum number of shared files that can be open at one time. The
default value of 0 represents an infinite number.

/TQELM=timerD-queue-entry-limit
An integer specifying the number of timer queue entries the user can have at one
time. Can be 0. Defaults to 10.

/VUIC=uic
A user identification code for the user. The group number and member number
must be separated by a comma and enclosed in brackets. The group number
must be in the range 0 through 37776 octal; the member number must be in the
range 0 through 177776 octal. The number must be specified in octal without a
radix indicator. Defaults to [200,200].

/WSDEFAULT=working-set-default

An integer with a minimum value of 50 specifying the size in pages of the user’s
default working set size. Defaults to 150.
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/WSEXTENT=working-set-extent
An integer with a minimum value of 50 specifying the size in pages of the user’s
working set extent. Defaults to 500.

JWSQUOTA=working-set-quota
An integer with a minimum value of 50 specifying the size in pages of the user’s
working set quota. Defaults to 200.

ADD/IDENTIFIER [identifier-name]
Adds the name of an identifier to the rights database.
PARAMETERS

identifier-name
The name of an identifier, which must be from 1 to 31 alphanumeric characters
but must contain at least one alphabetic character. If identifier-name is omitted,
the /USER qualifier must be specified.

QUALIFIERS

/ATTRIBUTES=(keyword)
Specifies the attributes to be associated with the new identifier. Valid keywords
are:

[NO]DYNAMIC Determines whether or not unprivileged holders of the identifiers
may add or remove the identifiers from the process rights list

[NOJRESOURCE Determines whether or not holders of the identifiers are allowed to
charge resources to the identifiers

/USER=user-spec
Scans the UAF record(s) of the specified user(s) and creates the appropriate
identifier(s). Specify user-spec as a user identification code (UIC) or a user name.
You can use the asterisk wildcard (*) to specify multiple user names or UICs:
full use of the asterisk and percent (%) wildcards is permitted for user names;
UICs must be in the form [*,*], [n,*], [*n], or [n,n]. A wildcard user name
specification (*) creates identifiers alphabetically by user name; a wildcard UIC
specification ([*,*]) creates them in numerical order by UIC.
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/VALUE=value-specifier
Specifies the value to be attached to the identifier. The format of the value
specifier is:

IDENTIFIER:integer An integer value for a non-UIC identifier, where integer is
in the range 32768 to 268435455 (decimal) or %X00008000
to %XOFFFFFFF (hexadecimal)

UIC:uic A UIC value for a UIC identifier, where UIC is in the
standard UIC format

ADD/PROXY node::remote-username local-username

Adds a proxy account to the network UAF. The remote user cannot already have a
proxy account in the network UAF.

PARAMETERS

node::remote-username

Node name and username of the remote user. An asterisk in place of the
username means all users on the node.

local-username

Username of an account in the UAF. An asterisk in place of the username means
the same username specified in the first parameter.

COPY old-username new-username

Creates a new UAF record that duplicates an existing record except for individual
fields as specified by the qualifiers. The password must be changed (unless it is
null) to permit login. By default, COPY also attempts to add an identifier named
new-username.

PARAMETERS

old-username
Username of an existing record in the UAF.

new-username

A character string of 1 through 12 alphanumeric, underscore, and dollar sign
characters specifying the name of the new user. The name must be unique
within the UAF.
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QUALIFIERS
Same as for ADD.

CREATE/PROXY

Creates and initializes a network UAF. The name of the file is NETUAF.DAT in your
default directory. The file contains no records.

CREATE/RIGHTS

Creates and initializes a new rights database file, RIGHTSLIST.DAT. The file is
created with no records and is assigned the protection: (S:RWED,O:RWED,G:R,W:R)

DEFAULT

Modifies fields in the DEFAULT record as specified .by the qualifiers. Unspecified
fields remain the same.

QUALIFIERS
Same as for ADD (except /ADD_IDENTIFIER does not exist).

EXIT

Returns you to DCL command level. Pressing CTRL/Z also returns you to DCL
command level.

GRANT/IDENTIFIER identifier-name user-identifier

Grants the specified identifier (previously added to the rights database with the
Authorize command ADD/IDENTIFIER) to the user.

PARAMETERS

identifier-name
The name of an identifier; identifier-name can be up to 31 alphanumeric
characters in length.

user-identifier
A UIC identifier that specifies the user. Wildcard characters are permitted.
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QUALIFIERS

/ATTRIBUTES=(keyword)
Specifies the attributes to be associated with the identifier for the specified user.
Valid keywords are:

[NO]IDYNAMIC Determines whether or not unprivileged holders of the identifiers
may add or remove the identifiers from the process rights list

[NOJRESOURCE Determines whether or not holders of the identifiers are allowed to
charge resources to the identifiers

HELP [command-name]

Displays information explaining the use of AUTHORIZE. Follows the rules for
interactive HELP. Pressing CTRL/Z from within HELP returns you to AUTHORIZE
subcommand level.

PARAMETERS

command-name
Subcommand for which information is required. If you omit the command name,
a list of subcommands is displayed.

QUALIFIERS

Any qualifier valid for command-name.

LIST [user-spec]

Creates a file named SYSUAF.LIS in your default directory containing a report on the
records in the UAF specified by user-spec.

PARAMETERS

user-spec
A username or UIC. If you omit user-spec, the user records of all users are listed.
Wildcard characters are permitted.

QUALIFIERS

/BRIEF

[FULL (default)
A brief or full report. A brief report includes the owner, the username, the UIC,
the account, a summary of privileges, the priority, and the default directory. A
full report also includes the details of the limits, privileges, login flags, command
interpreter, and the identifiers held by the user.
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LIST/IDENTIFIER [identifier-name]

Creates RIGHTSLIST.LIS in your default directory and writes identifier information
into it.

PARAMETERS

identifier-name
The name of an identifier. Wildcard characters are permitted. If identifier-name is
omitted, either the /USER or /VALUE qualifier must be specified.

QUALIFIERS

[BRIEF

JFULL (default)
Specifies whether or not the identifier’s holders will be listed with the identifier
and its value.

/USER=user-spec
Specifies a user whose identifiers are to be listed. User-spec can be a UIC or
username. You can use the asterisk wildcard (*) to specify multiple usernames
or UICs: full use of the asterisk and percent (% ) wildcards is permitted for
usernames; UICs must be in the form [*,*], [n,*], [*n], or [n,n]. A wildcard
username specification (*) lists identifiers alphabetically by username; a wildcard
UIC specification ([*,*]) lists identifiers numerically by UIC.

/VALUE=value-specifier .
Lists the identifier with the specified value. The format of a value can be:
IDENTIFIER:integer An integer value for a non-UIC identifier, where integer is

in the range 32768 to 268435455 (decimal) or %X00008000
to %XOFFFFFFF (hexadecimal)

UIC:uic A UIC value for a UIC identifier, where UIC is in the
standard UIC format

LIST/PROXY

Creates a file named NETUAF.LIS in your default directory containing a report on all
the records in the network UAF.

QUALIFIERS

/BRIEF (default)
JFULL

Effectively the same.



Authorize Utility (AUTHORIZE)  AUTH-13
LIST/RIGHTS

LIST/RIGHTS [identifier-name]

Lists the identifiers held by the specified identifier. If /USER is specified, lists all
identifiers held by the specified user.

PARAMETERS

identifier-name
The name of an identifier, specified in UIC format. If identifier-name is omitted,
the /USER qualifier must be specified.

QUALIFIERS

JUSER=user-spec
Specifies a user whose identifiers are to be listed. User-spec can be a UIC or
username. You can use the asterisk wildcard (*) to specify multiple usernames
or UICs: full use of the asterisk and percent (%) wildcards is permitted for
usernames; UICs must be in the form [*,*], [n,*], [*n], or [n,n]. A wildcard
username specification (*) lists identifiers alphabetically by username; a wildcard
UIC specification ([**]) lists them numerically by UIC.

MODIFY username

Modifies fields of a UAF record (or records) as specified by the qualifiers. Unspecified
fields remain the same.

PARAMETERS

username
The user’s username. Wildcard characters are permitted.

QUALIFIERS
Same as for ADD, minus /ADD_IDENTIFIER, plus /MODIFY_IDENTIFIER.

/MODIFY_IDENTIFIER (default)

/NOMODIFY_IDENTIFIER
Modifies the identifier associated with a user record when the UIC field in the
UAF is modified.

MODIFY/IDENTIFIER identifier-name
Changes the specified identifier in the rights database.
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PARAMETERS

identifier-name

The name of an identifier, which can be up to 32 alphanumeric characters in
length and must contain one alphabetic character.

QUALIFIERS

/ATTRIBUTES=(keyword)

Specifies the attributes to be associated with the identifier for holders of the
identifier. If individual holders are not specified with the /HOLDER qualifier,
the attribute affects all holders of the identifier. Possible attributes are:

[NOIDYNAMIC Determines whether or not unprivileged holders of the identifiers
may add or remove the identifiers from the process rights list

[NOJRESOURCE Determines whether or not holders of the identifiers are allowed to
charge resources to the identifiers

/HOLDER=username

Modifies the attributes (specified with the /ATTRIBUTES qualifier) in the
specified user’s holder record. The /NAME and /VALUE quahﬁers are ignored if
the /JHOLDER qualifier is specified.

/NAME=identifier-name
Specifies a new identifier-name for the identifier.

/VALUE=value-specifier
Specifies a new value for the identifier. The format of a value specifier can be:

IDENTIFIER:integer An integer value for a non-UIC identifier, where integer is
in the range 32768 to 268435455
UIC:uic A UIC value for a UIC identifier, where UIC is in the

standard UIC format

MODIFY/SYSTEM_PASSWORD =system-password
Changes the system password.
PARAMETERS

system-password
Specifies the new system password.
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REMOVE username

Deletes a record from the UAF. (However, you cannot delete the DEFAULT or
SYSTEM record.) Also deletes associated records in the network UAF and rights
database.

PARAMETERS

username
Username of an existing record in the UAF.

QUALIFIERS

/REMOVE_IDENTIFIER (default)
/NOREMOVE_IDENTIFIER

Removes the username and account name identifiers from the rights database
when the UAF record is removed. (The account name identifier is only removed
if there are no remaining UAF records with the same group as the deleted
record.)

REMOVE/IDENTIFIER identifier-name
Deletes the specified identifier from the rights database.
PARAMETERS

identifier-name
The name of the identifier.

REMOVE/PROXY node::remote-username
Deletes a record from the network UAF.
PARAMETERS

node::remote-username
Name of a record. Defaults to all records in the network UAF.

RENAME old-username new-username

Changes the username of a record in the UAF. You cannot rename the DEFAULT or
SYSTEM record. The password must be changed as well (unless it is null) to permit
login. Also changes the username where it appears in the network UAF and the
rights database.
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PARAMETERS

old-username
Username of an existing record in the UAF.

new-username

A character string of 1 through 12 alphanumeric, underscore, and dollar sign
characters specifying the new name. The name must be unique within the UAF.

QUALIFIERS

/MODIFY_IDENTIFIER (default)
/NOMODIFY_IDENTIFIER
Modifies the identifier associated with the user record.

/PASSWORD=passwordi[,password2]
/NOPASSWORD

If no password is specified in the UAF for this account, you may specify
/NOPASSWORD. If one password is specified in the UAF for this account, you
must specify a new password, (a character string of 0 through 31 alphanumeric,
underscore, and dollar sign characters) by typing /PASSWORD=password1. If
two passwords are specified in the UAF for this account, you must specify two
new passwords by typing /PASSWORD=(passwordl, password2). The first
password defaults to USER.

RENAME/IDENTIFIER old-identifier-name new-identifier-name
Changes the name of the specified identifier.

PARAMETERS

old-identifier-name

The name of an existing identifier.

new-identifier-name

The name of a new identifier, which must be from 1 to 32 alphanumeric
characters and must contain one alphabetic character.

REVOKE/IDENTIFIER identifier-name user-spec

Revokes an identifier from the specified user.
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PARAMETERS

identifier-name
The name of the identifier to be revoked.

user-spec
An identifier (UIC or non-UIC format) that specifies the user.

SHOW user-spec
Displays a report on records in the UAF as specified by user-spec.
PARAMETERS

user-spec
A username or UIC. Wildcard characters are permitted.

QUALIFIERS

/BRIEF
JFULL (default)

A brief or full report. A brief report includes the owner, the username, the UIC,
the account, a summary of privileges, the priority, and the default directory. A
full report also includes the details of the limits, privileges, login flags, command
interpreter, and identifiers held by the user.

SHOW/IDENTIFIER [user-spec]

Displays the specified identifier's name, value, and attributes.
PARAMETERS

user-spec
The UIC identifier associated with the user. If user-spec is omitted, /USER must
be specified.

QUALIFIERS

[BRIEF (default)

[FULL :
Determines whether or not the identifier’s holders are displayed with the
identifier and its value.

JUSER=user-spec
Specifies a user whose identifiers are to be displayed. User-spec can be a UIC or
username. You can use the asterisk wildcard character (*) to specify multiple
usernames or UICs: full use of the asterisk and percent sign ( % ) wildcards is
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permitted for usernames; UICs must be in the form [**], [n,*], [*n], or [n,n]. A
wildcard username specification (*) lists identifiers alphabetically by username; a
wildcard UIC specification ([*,*]) lists them numerically by UIC.

/VALUE=value-specifier
Displays the identifier with the specified value. The format of the value specifier
is:

IDENTIFIER:integer An integer value for a non-UIC identifier, where integer is
in the range 32768 to 268435455
UIC:uic A UIC value for a UIC identifier, where UIC is in the

standard UIC format

SHOW/PROXY [node::remote-username]

Displays a report on one or all records in the network UAF.
PARAMETERS

node::remote-username
Name of a record. Defaults to all records in the network UAF.

SHOW/RIGHTS [identifier-name]
Displays the identifiers held by the specified identifier.
PARAMETERS

identifier-name
The name of the identifier to be displayed. If identifier-name is omitted, /USER
must be specified.

QUALIFIERS

/USER=user-spec
Specifies a user whose identifiers are to be displayed. User-spec can be a UIC or
username. You can use the asterisk wildcard character (*) to specify multiple
usernames or UICs: full use of the asterisk and percent sign ( % ) wildcards is
permitted for usernames; UICs must be in the form [**], [n,*], [*n], or [n,n]. A
wildcard username specification (*) lists identifiers alphabetically by username; a
wildcard UIC specification ([*,*]) lists them numerically by UIC.
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The following tables present the ASCII character set and the DEC Multinational
Character Set.

CHAR.1 ASCII Character Set

The ASCII character set consists of the characters shown in the following table.
The characters with names are not printable. (The ASCII character set comprises
the first 127 characters of the DEC Multinational Character Set; descriptions of

the nonprintable characters are located in the table in Section CHAR.3.) You can
calculate the numeric value of a character by constructing a 2-digit hexadecimal
number in which the column position of the character represents the 16s position of
the hexadecimal number and the row position of the character represents the units
position of the number. For example, an uppercase A has the numeric value 41
hexadecimal. String comparisons are made using these values.
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Hex
Values 0 1 2 3 4 5 6 7
0 NUL DLE SP 0 @ P : p
1 SOH DC1 ! 1 A Q a q
2 STX DC2 " 2 B R b r
3 ETX DC3 4 3 C S ¢ s
4 EOT DC4 4 D T d t
5 ENQ NAK ¢ 5 E U e u
6 ACK SYN & 6 F \% f v
7 BEL ETB ’ 7 G W g w
8 BS CAN ( 8 H X h X
9 HT EM ) 9 I Y i y
A LF SUB * : J YA j z
B VT ESC + ; K [ k {
C FF FS ’ < K \ 1 |
D CR GS - = M ] m |
E SO RS . > N 8 n ~
F SI us / ? 0 _ 0 DEL
ZK-1774-84

CHAR.2 ASCII and DEC Multinational Character Set Tables

The table below represents the ASCII character set (characters with decimal values 0
through 127). The first half of each of the numbered columns identifies the character
as you would enter it on a VT200 or VT100 series terminal or as you would see it on
a printer (except for the nonprintable characters). The remaining half of each column
identifies the character by the binary value of the byte; the value is stated in three
radixes—octal, decimal, and hexadecimal. For example, the letter uppercase A has,
under ASCII conventions, a storage value of hexadecimal 41 (a bit configuration of
01000001), equivalent to 101 in octal notation and 65 in decimal notation.
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CHAR-3

COLUMN 0 1 2 4 7
18 ”BITS o o o 0
) 0

] w o, 0 . v

b 0 1 1 1
rRow| 14 b3 b2 b1 0 ! 0 0
0 20 20 60 100 120 140 160
Ofloooo |[NUL|o |[DLE|®| SP | = 48 64 80 | p |2
0 10 20 30 40 50 60 70
1 21 4 61 101 21 141 161
1| o001 |SOH| ! 3&? ¥l ! 33 49 65 81 o| q |3
1 1 21 3 a1 51 61 7
2 2 ] 62 102 122 142 162
2| o010 |STX| 2 | DC2] 18 34 50 66 82 | r |na
2 12 2 32 a2 52 62 72
3 2 a3 63 103 123 143 163
3| o011 JETX]| 3 3&3 19 # 35 51 67 83 99 s 115
3 13 23 33 43 53 63 73
4 249 44 64 104 124 144 164
4| o100 |EOT|4 |DC4| $ | 3% 52 68 84 wo| t 16
4 14 24 34 44 54 64 74
5 25 45 65 105 125 145 165
5| o101 |ENQ| 5 |NAK |2 % | 3 53 69 85 101 u |
5 15 25 35 45 55 65 75
6 % 6 66 106 126 126 166
6| o110 |ACK|6s |SYN|22| & |38 54 70 86 w2 v |ns
6 16 % 36 46 56 66 76
7 27 R a7 67 107 127 127 167
7l 0111 |BEL{; |ETB | = 39 55 n 87 03] w | 19
7 17 27 ¥ 47 57 67 7
10 30 50 70 110 130 150 170
8| 1000 | BS |8 |CAN| 2 ( 40 56 72 88 I 120
8 18 28 38 48 58 68 78
K 3 51 7 m 131 151 7
9| 100 HT |9 | EM | = ) a 57 73 89 05|y 2
9 19 2 39 49 59 69 79
12 32 52 72 112 132 152 172
10| o1 0o | LF [0 |SUB| 26| % |42 58 7 90 w6 z |22
A 1A 24 3A an 5A 6A 7A
3 33 53 73 13 133 153 173
11 1 o1+ | VT |11 |ESC| 22| + |43 59 75 91 107 { 123
B 18 28 38 8 58 68 78
14 34 54 74 114 134 154 174
12/ 1100 | FF |12 | FS | = 4 60 76 92 ws| | 124
c 1c ’ 2C 3C ac 5C 6C 7c
15 3 55 75 115 135 155 175
13] 11 01 |CR |13 | GS | 2| - 45 61 7 93 109 } 125
D 1D 20 £ 0 5D 6D 70
16 36 56 7 116 136 56| . | 176
14| 1 11 0] SO |14 | RS | 2 46 62 78 9 110 126
E 1€ 2€ 3E 4 5€ € 7€
17 37 57 7 17 137 157 177
15 11 1 1 Sl |5 | US| & / 47 63 79 95 m| DEL | 122
F 1F 2F 3F aF 5F 6F 7
character| gge | 3B | OCTA
27 | pecimaL
18 | HEX
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The ASCII character set comprises the first half of the DEC Multinational Character
Set. The following table represents the second half of the DEC Multinational
Character Set (characters with decimal values 128 through 255). The first half of
each of the numbered columns identifies the character as you would see it on a
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VT200 series terminal or printer (these characters cannot be output on a VT100
series terminal). Section CHAR.3 describes how to enter symbols from the DEC
Multinational Character Set.

8 9 10 1 12 13 14 15 COLUMN
1 1 1 1 1 1 1 1 b8
0 0 0 0 1 1 1 1 w7 BITS
0 0 1 1 0 0 1 1 16
0 1 0 1 0 1 0 1 N
. b4 b3 b2 b1 |ROW
200 220 20| o [260]  [300 X NES 360
128 | pCs | 144 / 160 76| A 192 8| 3 f22e 20l ooo0oo0]O
80 ~ | o0 Z B0 co D0 E0 Fo
201 221 241 261 301 321 341 361
. 1 4 -~ r -~
128 PU1 sl 61 + A wf N wf g |z W |21 000 1
202 222 242 2 |22 302 322 342 362
130 | PU2 |14s| ¢ |62 178 A 194 6 20| 4 |26 & |22] 00102
82 92 A2 B2 c2 D2 E2 F2 :
203 223 243 3 || . [33] , a2 343 363
131 | STS |147]| £ |63 |l A || o || B |222] & |2#3] 001 1|3
83 93 A3 83 c3 D3 E3 F3
204 24 244 264 304 324 304 364
LX)
IND [ 132 | CCH |48 164 180 196 6 212 2 |22 3 24| 0100 |4
84 94 A4 B4 c4 Da E4 Fa
205 225 245 265 05| . |325] . [a34s 365
NEL [133| MW 1o} Y |1es| M |81 A [w] o [213] & |22] @ [255] o 1 01 |5
85 95 A5 85 cs D5 Es F5
206 226 246 266 s ., [328 s | ., [
SSA | 13¢ | SPA | 150 ws | T |w2]| &£ wl g |ae] @ |mf G || 010 6
86 9% A6 86 6 D6 E6 F6
207 227 247 267 307 327 347 367
ESA | 135 | EPA | 151 § |16 . 183 Q w| GE |25]| ¢ 21| 0@ |247] o111 |7
87 97 A7 87 c7 D7 £7 F7
210 230 250 0| § [a0 a0 [0 370
HTS | % HEE HERE EEH ERF EEE A L
211 231 251 1 |an| , Jan 331 351 an
HTJ |17 153 169 185 o1  [27) Z |23 ¥ |28 1 0 01
89 99 A9 ] E || U oo| © ea| Y Fo
212 | a [z o |22] A |2 332 352 372
VTS | 138 154 170 = 186 E |02 l'l 218 é 234 l’l 2501 1.0 10 |10
8A 9A AA BA cA DA EA FA
213 233 253 73| o 3| A [3 353 373
PLD [ 18] CSI |15 « [171] > |87 * | 203 29| @ |2 § |z 1000 |11
88 %8 AB 8B al YU |%oe ] Y FB
214 234 254 74| « |34 334 354 374
PLU |40 ]| ST |156 17% Ya |88 | | 208 U 20| Y || U (22| 1100 |12
8C oc A BC cc DC EC FC
215 235 255 275 315 335 355 375
RI 1 0SC 157 Ja| V2 |we| | e Y 2| 7 |2 V¥ |z 1101 |13
AD BD DD ED FD
216 236 256 276 316 336 356 376
SS2 |142| PM |1s8 174 190 i‘ 206 222 R s4] 1110 |14
8E 9 AE BE CcE DE EE FE
217 237 257 277 317 337 351 U 377
SS3 | 43| APC | 159 175 & |9 .I. 01| B 223 v |2 / 25| 11 11 |15
8F 9F AF BF CF DF EF FF

KEY

33 | ocTAL
GrARAcTER| ESC 27 | becimaL
18§ HEX

ZK-1753-84
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CHAR.3 DEC Multinational Character Set

The DEC Multinational Character Set is an 8-bit character set with 256 characters; the
first 128 characters in the set correspond to the ASCII character set. Each character
has a value in the range 0 through 255 decimal.

In the following table, the graphic symbols shown in parentheses represent ASCII
control characters. These are produced on most terminals by pressing the key
indicated while holding down the CONTROL key. On VT200 series terminals,
graphic symbols with decimal values greater than 127 can be entered using the
compose sequences. Press the Compose Character key followed by the EDT symbol;
the graphic symbol is then displayed on your terminal. On VT200 series terminals,
you can enter symbols for characters 128 through 255 either in EDT or at DCL level.

On VT100 series terminals, graphic symbols with decimal values greater than 127
can only be entered from screen mode in EDT. Use the EDT keypad command
SPECINS or the nokeypad command ASC to enter these characters in your text;
EDT then displays the EDT symbol that corresponds to the character rather than
displaying the graphic symbol itself.

EDT Decimal
Graphic  Symbol Value Abbrev. Description
(@) A@ 0 NUL null character
(A) ~"A 1 SOH start of heading
(B) “B 2 STX start of text
(C) ~C 3 ETX end of text
(D) D 4 EOT end of transmission
(E) ~E 5 ENQ enquiry
(F) F 6 ACK acknowledge
(G) G 7 BEL bell
(H) “H 8 BS backspace
(D 9 HT horizontal tabulation
(dJ) <LF> 10 LF line feed
(K) <VT> 11 VT vertical tabulation
(L) <FF> 12 FF form feed
(M) <CR> 13 CR carriage return
(N) N 14 SO - shift out
(0) ~0 15 SI shift in
(P) P 16 DLE data link escape
Q) “Q 17 DC1 device control 1
(R) “R 18 DC2 device control 2
(S) ~S 19 DC3 device control 3
(T) AT 20 DC4 device control 4

ZK-1737/1-84
(Continued on next page)
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EDT Decimal

Graphic  Symbol Value Abbrev. Description

(U) U 21 NAK negative acknowledge
(V) AV 22 SYN synchronous idle

(W) W 23 ETB end of transmission block
(X) X 24 CAN cancel

(Y) Y 25 EM end of medium

(Z) AL 26 SUB substitute

()] <ESC> 27 ESC escape

(\) AN\ 28 FS file separator

D "] 29 GS group separator

(™) AN 30 RS record separator

() ~ 31 Us unit separator

} 32 SP space

! ! 33 ! exclamation point

" " 34 " quotation marks (double quote)
# # 35 # number sign

$ 3 36 $ dollar sign

4 % 37 % percent sign

& & 38 & ampersand

’ ’ 39 ’ apostrophe (single quote)
( ( 40 ( opening parenthesis

) ) 41 ) closing parenthesis

* * 42 * asterisk

+ + 43 + plus

, , 44 s comma

- - 45 - hyphen or minus

. 46 . period or decimal point
/ / 47 / slash

0 0 48 0 Zero

1 1 49 1 one

2 2 50 2 two

3 3 - 51 3 three

4 4 52 4 four

5 5 53 5 five

6 6 54 6 six

7 7 55 7 seven

8 8 56 8 eight

9 9 57 9 nine

: 58 : colon

; ; 59 ; semicolon

< < 60 < less than

ZK-1737/2-84
(Continued on next page)
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CHAR-7

EDT Decimal

Graphic  Symbol Value Abbrev. Description
= = 61 = equals

> > 62 > greater than

? ? 63 ? question mark
(«t (« 64 (@ commercial at
A A 65 A uppercase A
B B 66 B uppercase B

C C 67 C uppercase C
D D 68 D uppercase D

E E 69 E uppercase E

F F 70 F uppercase F
G G 71 G uppercase G
H H 72 H uppercase H

I I 73 I uppercase I

d J 74 J uppercase J

K K 75 K uppercase K
L L 76 L uppercase L
M M 77 M uppercase M
N N 78 N uppercase N
0] 0} 79 0] uppercase O
P P 80 P uppercase P
Q Q 81 Q uppercase Q
R R 82 R uppercase R
S S 83 S uppercase S

T T 84 T uppercase T
U U 85 U uppercase U
\" v 86 \% uppercase V
w w 87 w uppercase W
X X 88 X uppercase X
Y Y 89 Y uppercase Y
Z Z 90 Z uppercase Z

[ L 91 [ opening bracket
\ \ 92 \ back slash

] ] 93 ] closing bracket
A " 94 A circumflex

_ _ 95 _ underline (underscore)
b h 96 N grave accent
a a 97 a lowercase a

b b 98 b lowercase b

c c 99 c lowercase c

d d 100 d lowercase d

ZK-1737/3-84

(Continued on next page)
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EDT Decimal

Graphic Symbol Value Abbrev. Description

e e 101 e lowercase e

f f 102 - f lowercase f

g g 103 g lowercase g

h h 104 h lowercase h

i i 105 i lowercase i

j ] 106 j lowercase j

k k 107 k lowercase k

1 1 108 1 lowercase 1

m m 109 m lowercase m

n n 110 n lowercase n

o i} 111 0 lowercase o

p p 112 p lowercase p

q q 113 q lowercase q

r r 114 r lowercase r

s S 115 s lowercase s

t t 116 t lowercase t

u u 117 u lowercase u

v v 118 v lowercase v

w w 119 w lowercase w

X X 120 X lowercase x

y y 121 y lowercase y

zZ z 122 z lowercase z

{ { 123 { opening brace

| | 124 | vertical line

} } 125 } closing brace

~ ~ 126 ~ tilde

DEL <DEL> 127 DEL delete, rubout
<X80> 128 --- |reserved]
<X81> 129 - |reserved]
<X82> 130 - |reserved]
<X83> 131 --- |reserved]
<IND> 132 IND index
<NEL> 133 NEL next line
<SSA> 134 SSA start of selected area
<ESA> 135 ESA end of selected area
<HTS> 136 HTS horizontal tab set
<HTJ> 137 HTJ horizontal tab set with justification
<VTS> 138 VTS vertical tab set
<PLD> 139 PLD partial line down
<PLU> 140 PLU partial line up

ZK-1737/4-84

(Continued on next page)
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EDT Decimal
Graphic Symbol Value Abbrev. Description
<RI> 141 RI reverse index
<SS2> 142 SS2 single shift 2
<SS3> 143 SS3 single shift 3
<DCS> 144 DCS device control string
<PU1> 145 PU1 private use 1
<PU2> 146 PU2 private use 2
<STS> 147 STS set transmit state
<CCH»> 148 CCH cancel character
<MW> 149 MW message waiting
<SPA> 150 SPA start of protected Area
<EPA> 151 EPA end of protected area
<X98> 152 - |reserved]
<X99> 153 --- |reserved|
<X9A> 154 --- |reserved|
<CSI> 155 CSI control sequence introducer
<ST> 156 ST string terminator
<0OSC> 157 0SC operating system command
<PM> 158 PM privacy message
<APC> 159 APC application program command
<XA0> 160 |reserved]
i <!> 161 i inverted exclamation mark
¢ <C/> 162 ¢ cent sign
£ <L—> 163 £ pound sign
<XA4> 164 --- |reserved|
Y <Y—> 165 Y yen sign
<XA6> 166 |reserved|
§ <S0> 167 § section sign
hod <X0> 168 hod general currency sign
© <C0> 169 © copyright sign
a <a_> 170 a feminine ordinal indicator
« <<<> 171 « angle quotation mark left
<XAC> 172 --- |reserved|
<XAD> 173 --- |reserved|
<XAE> 174 - |reserved|
<XAF> 175 --- |reserved|
° <0”> 176 ° degree sign
+ <4+-> 177 + plus/minus sign
2 <27 > 178 2 superscript 2
3 <37> 179 3 superscript 3
<XB4> 180 |reserved|

ZK-1737/5-84
(Continued on next page)
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EDT Decimal
Graphic  Symbol Value Abbrev. Description
" </U> 181 i micro sign
1 <P!> 182 ¢ paragraph sign, pilcrow
. < A> 183 . middle dot
<XB8> 184 |reserved]
1 <17> 185 1 superscript 1
[] <o_> 186 (] . masculine ordinal indicator
<>>> 187 » angle quotation mark right
Ya <14> 188 Vs fraction one quarter
) <12> 189 Yo fraction one half
<XBE> 190 - [reserved]|
A <??> 191 é inverted question mark
A <A’> 192 A uppercase A with grave accent
A <A"™> 193 A uppercase A with acute accent
A <A™> 194 A uppercase A with circumflex
A <A™> 195 A uppercase A with tilde
A <A'"> 196 A uppercase A with umlaut,(diaeresis)
A <A*> 197 A uppercase A with ring
A <AE> 198 A uppercase AE diphthong
C <C,> 199 C uppercase C with cedilla -
E <E’> 200 E uppercase E with grave accent
E <E"> 201 E uppercase E with acute accent
E <E™> 202 E uppercase E with circumflex
E <E"> 203 E uppercase E with umlaut, (diaeresis)
I <I'> 204 I uppercase I with grave accent
i <I'> 205 I uppercase I with acute accent
i <I"> 206 i uppercase I with circumflex
i <In> 207 i uppercase I with umlaut, (diaeresis)
<XDO0> 208 --- Ireserved]
N <N~> 209 N uppercase N with tilde
0 <0’ > 210 0 uppercase O with grave accent
0] <0"> 211 0o uppercase O with acute accent
0 <O0™> 212 0 uppercase O with circumflex
0 <O™> 213 0 uppercase O with tilde
0 <Q"> 214 0 uppercase O with umlaut, (diaeresis)
& <OE> 215 E uppercase OE ligature
4] <Q/> 216 %) uppercase O with slash
U <U > 217 U uppercase U with grave accent
U <U"> 218 U uppercase U with acute accent
U <U™> 219 U uppercase U with circumflex
U <gn»> 220 U uppercase U with umlaut, (diaeresis)

ZK-1737/6-84
(Continued on next page)
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EDT Decimal

Graphic  Symbol Value Abbrev. Description

Y <y"> 221 Y uppercase Y with umlaut, (diaeresis)
<XDE> 222 --- |reserved|

4] <ss> 223 B German lowercase sharp s

a <a'> 224 a lowercase a with grave accent

a <a’> 225 a lowercase a with acute accent

a <a™> 226 a lowercase a with circumflex

a <a > 227 a lowercase a with tilde

a <a''> 228 a lowercase a with umlaut, (diaeresis)

| <a*> 229 a lowercase a with ring

*® <ae> 230 ® lowercase ae diphthong

[ <c,> 231 c lowercase ¢ with cedilla

[ <e'> 232 e lowercase e with grave accent

é <e’> 233 é lowercase e with acute accent

é <e™> 234 é lowercase e with circumflex

é <e> 235 é lowercase e with umlaut, (diaeresis)

i <i> 236 i lowercase i with grave accent

i <i’> 237 i lowercase i with acute accent

i <i™> 238 i lowercase i with circumflex

i <ilt> 239 i lowercase i with umlaut, (diaeresis)
<XFO0> 240 --- [reserved]

n <n"> 241 n lowercase n with tilde

0 <0’ > 242 0 lowercase o with grave accent

0 <o’> 243 6 lowercase o with acute accent

0 <0™> 244 i} lowercase o with circumflex

0 <o™> 245 0 lowercase o with tilde

4] <o"> 246 6 lowercase o with umlaut, (diaeresis)

e <oe> 247 ® lowercase oe ligature

"] <o/> 248 [ lowercase o with slash

u <u'> 249 u lowercase u with grave accent

! <u’> 250 a lowercase u with acute accent

a <u™> 251 a lowercase u with circumflex

a <ul> 252 a lowercase u with umlaut, (diaeresis)

i <y'> 253 i lowercase y with umlaut, (diaeresis)
<XFE> 254 --- [reserved]
<XFF> 255 --- [reserved]

ZK-1737/7-84






Appendix DCL
DCL Commands

The DCL commands that follow are in alphabetical order. The headline for each
command includes the name of the command and the command parameters in their
required order. Bracketed parameters are optional.

A comma followed by an ellipsis indicates that you can enter a list containing
any number of the preceding item. Most list items must be separated by commas,
but some (noted in the documentation) items may be connected by plus signs.
Lists of more than one qualifier value must be in parentheses. You can omit the
parentheses if the list contains only one value. (The documentation always shows
the parentheses.)

Qualifiers are listed in alphabetical order. Qualifiers are global unless otherwise
stated. Explanations of positive/negative qualifiers apply to the positive qualifier
unless otherwise stated.

ACCOUNTING [file-spec,...]

Requires the Secure User Environment Option.
Requires READ access to the input accounting file.
Collects, records, and reports accounting data.
PARAMETERS

file-spec
Specification of the input accounting file. Wildcard characters are allowed. The
default is SYSSMANAGER:ACCOUNTNG.DAT.
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QUALIFIERS

JACCOUNT=([“~",]account-name,...)

/NOACCOUNT (default)
Selects only those records matching the specified account names (in the user
authorization file) if the first item in the list is not a hyphen enclosed in quotation
marks (“=”). If a hyphen enclosed in quotation marks is the first item, excludes
those records matching the specified account names.

/ADDRESS=([“-",]Jnode-address,...)

/NOADDRESS (default)
Selects only those records matching the specified remote node addresses if the
first item in the list is not a hyphen enclosed in quotation marks (“-”). If a
hyphen enclosed in quotation marks is the first item, excludes those records
matching the specified node addresses.

[BEFORE[=time]

/NOBEFORE (default)
Selects only those records created or modified before the specified time. You
can specify time as absolute or a combination of absolute and delta times. The
default is the current time.

[BINARY

/NOBINARY (default)
Generates an output file that contains image copies of the input records. By
default, the output file contains formatted ASCII records.” Incompatible with the
/BRIEF, /FULL, and /SUMMARY qualifiers.

/BRIEF (default)

/NOBRIEF
Generates an output file that contains formatted displays of selected items in
the input records as listed below. Incompatible with the /BINARY, /FULL, and
/SUMMARY qualifiers.

DATE Date in the format yyyy mmm dd

DAY Day of the month (1-31)

HOUR Hour of the day (0-23)

YEAR Year

TYPE Type of record (for example, process or print)

SUBTYPE Type of process (for example, batch or interactive)

[ENTRY=([“-",]queue-entry-number,...)

/NOENTRY (default)
Selects only those records matching the specified queue entry numbers if the first
item in the list is not a hyphen enclosed in quotation marks (“-”). If a hyphen
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enclosed in quotation marks is the first item, excludes those records matching the
specified queue entry numbers.

[FULL

/NOFULL (default)
Generates an output file that contains formatted displays of all the information
in the input records. Incompatible with the /BINARY, /BRIEF, and /SUMMARY
qualifiers.

/IDENTIFICATION=([“-",]process-id,...)

/NOIDENTIFICATION (default)
Selects only those records matching the specified process identifications if the first
item in the list is not a hyphen enclosed in quotation marks (“-”). If a hyphen
enclosed in quotation marks is the first item, excludes those records matching the
specified process identifications.

[IMAGE=([“-",]image-name,...)

/NOIMAGE (default)
Selects only those records matching the specified image file names if the first
item in the list is not a hyphen enclosed in quotation marks (“-”). If a hyphen
enclosed in quotation marks is the first item, excludes those records matching the
specified image file names.

[JOB=([“~",]job-name,...).

/NOJOB (default)
Selects only those records matching the specified job names if the first item in
the list is not a hyphen enclosed in quotation marks (“~”). If a hyphen enclosed
in quotation marks is the first item, excludes those records matching the specified
job names.

/LOG
/NOLOG (default)

Displays input file names, selected record counts, and rejected record counts on
SYS$OUTPUT as the command executes.

/NODE=([“~",]node-name,...)

/NONODE (default)
Selects only those records matching the specified remote node names if the first
item in the list is not a hyphen enclosed in quotation marks (“-”). If a hyphen
enclosed in quotation marks is the first item, excludes those records matching the
specified remote node names. Do not specify a colon (:) in the node name.
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JOUTPUT[=file-spec]

/NOOUTPUT
Writes the accounting information to the specified file. By default, the output is
written to SYSSOUTPUT. The file name defaults to that of the input file. The file
type defaults to LIS for formatted files and DAT for binary files.

JOWNER=([“-",Jowner-process-id,...)

/NOOWNER (default)
Selects only those records matching the specified owner process identification
if the first item in the list is not a hyphen enclosed in quotation marks (“-"). If
a hyphen enclosed in quotation marks is the first item, excludes those records
matching the specified owner process identifications.

[PRIORITY=([“~",]priority,...)

/NOPRIORITY (default)
Selects only those records matching the specified priorities if the first item in the
list is not a hyphen enclosed in quotation marks (“~”). If a hyphen enclosed in
quotation marks is the first item, excludes those records matching the specified
priorities.

/PROCESS=([“-",]process-type,...)

/NOPROCESS (default)
Selects only those records matching the specified process types if the first item in
the list is not a hyphen enclosed in quotation marks (“~”). If a hyphen enclosed
in quotation marks is the first item, excludes those records matching the specified
process types. Possible process-types are: BATCH, DETACHED, INTERACTIVE,
NETWORK, and SUBPROCESS.

JQUEUE=([“-",]queue-name,...)

/NOQUEUE (default)
Selects only those records matching the specified queue names if the first item in
the list is not a hyphen enclosed in quotation marks (“~”). If a hyphen enclosed
in quotation marks is the first item, excludes those records matching the specified
queue names.

/REJECTED[=file-spec]
/NOREJECTED (default)

Writes rejected records (in binary format) to the specified file. The file name
defaults to that of the input file. The file type defaults to RE].
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[REMOTE_ID=([“~",Jremote-id,...)

/NOREMOTE_ID (default)
Selects only those records matching the specified remote identifications if the first
item in the list is not a hyphen enclosed in quotation marks (“~”). If a hyphen
enclosed in quotation marks is the first item, excludes those records matching the
specified remote identifications.

/REPORT[=report-item,...]

/NOREPORT (default)
Includes specified items in a summary report; requires the /SUMMARY qualifier.
Specify report-item as:

BUFFERED_IO Total buffered 1/Os

DIRECT_IO Total direct I/Os
ELAPSED Total elapsed time
EXECUTION Total images executed
FAULTS Total page faults

GETS Total RMS GETs
PAGE_FILE Maximum page file usage
PAGE_READS Total page read 1/Os
PAGES Total pages printed
PROCESSOR Total processor time consumed
QIOS Total QIOs issued
RECORDS Total records in file (default)
VOLUMES Total volumes mounted

WORKING_SET  Maximum working set size

[SINCE[=time]

/NOSINCE (default)
Selects only those accounting records dated after the specified time. You can
specify time as absolute or a combination of absolute and delta times. The time
defaults to midnight of the current day.

[SORT=([-]sort-item,...)

/NOSORT (default)
Sequences the accounting records in the output file. By default, the sequence
is the same as that of the input file. You can sequence records according to the
ASCII values of any of the following fields in the order specified. The fields are
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sorted in ascending order unless preceded by a hyphen. Rejected records are
not included in the sort. A record that does not contain a specified key field is
rejected. Incompatible with /SUMMARY. Specify sort-item as:

ACCOUNT User’s account name
ADDRESS Remote node address
BUFFERED_IO Buffered I/O count
DIRECT_IO Direct I/O count

ELAPSED Elapsed time

ENTRY Number of batch or print job queue entry
EXECUTION Image execution count
FAULTS Page faults

FINISHED Termination time or time record was finished
GETS Total RMS GETS

IDENT Process identification
IMAGE Image name

JoB Name of batch or print job
NODE Remote node name
OWNER Owner process identification
PAGE_FILE Peak page file usage
PAGE_READS Page read 1/0s

PAGES Total pages printed
PRIORITY Process priority

PROCESS Process type

PROCESSOR Processor time consumed
QUEUE Name of queue

QUEUED Time batch or print job was queued
QIOS Total QIOs issued
STARTED Start time

STATUS Exit status

TERMINAL Terminal name

TYPE Record type

UIC User identification code
USER User’s name

VOLUMES Total volumes mounted
WORKING_SET  Peak working set size
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[STATUS=([“-",]exit-status,...)
/NOSTATUS (default)

" Selects only those records matching the specified exit states if the first item in the
list is not a hyphen enclosed in quotation marks (“~”). If a hyphen enclosed in
quotation marks is the first item, excludes those records matching the specified
exit states.

/SUMMARY=(summary-item,...)
/NOSUMMARY (default)

Generates an output file that contains formatted displays of selected items in the
input records as listed below. Incompatible with the /BINARY, /BRIEF, /FULL,
and /SORT qualifiers. Specify summary-item as:

ACCOUNT Account name from the UAF

DATE Date in the format yyyy mmm dd
DAY Day of the month (1-31)

HOUR Hour of the day (0-23)

IMAGE Image name

JOB Name of batch job or print job
MONTH Month of year (1-12)

NODE Remote node name

PROCESS Process type

QUEUE Batch or device queue name
TERMINAL  Terminal name

TYPE Type of record (for example, logout or batch)

JTERMINAL=([“~",]terminal-name,...)

/NOTERMINAL (default)
Selects only those records matching the specified terminal names if the first
item in the list is not a hyphen enclosed in quotation marks (“~"). If a hyphen
enclosed in quotation marks is the first item, excludes those records matching
the specified terminal names. Specify the physical device name of the terminal
including the colon.

[TITLE=title

/NOTITLE (default)
Specifies a title to be printed in the center of the first line of a summary report.
If the title contains spaces or special characters, enclose it in quotation marks.
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J[TYPE=([“-",]Jrecord-type,...)

/NOTYPE (default)
Selects only those records matching the specified record types if the first item in
the list is not a hyphen enclosed in quotation marks (“~”). If a hyphen enclosed
in quotation marks is the first item, excludes those records matching the specified
record types. Possible record-types are:

FILE Accounting file forward and backward pointers
IMAGE Termination of image

LOGFAIL Unsuccessful conclusion of a login attempt
PRINT Termination of a print job

PROCESS Termination of process

SYSINIT System initialization

UNKNOWN  Any record not recognized as one of the above
USER Arbitrary user messages

JUIC=([“~",]uic,...)

/NOUIC (default)
Selects only those records matching the specified UIC if the first item in the
list is not a hyphen enclosed in quotation marks (“~”). If a hyphen enclosed in
quotation marks is the first item, excludes those records matching the specified
UIC. Wildcard characters can be used in both the group and member fields of the
UIC.

JUSER=([“~",Jusername,...)

/NOUSER (default)
Selects only those records matching the specified user names if the first item in
the list is not a hyphen enclosed in quotation marks (“~”). If a hyphen enclosed
in quotation marks is the first item, excludes those records matching the specified
user names.

EXAMPLES

$ ACCOUNTING/FULL 'USER=(U TEM)

Generates a formatted full accounting report for the user names USER and SYSTEM.
The input file is assumed to be SYS$MANAGER ACCOUNTNG.DAT.

$ ACCOUNTING/BEFORE=15-APR-1984/0UTPUT=APRFILE.LIS UACCOUNT.DAT

Generates a formatted brief accounting report for all records dated earlier than
April 15, 1984. The report is written to the file APRFILE.LIS of the default disk
and directory. The input accounting file is UACCOUNT.DAT in the current default
directory.
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ALLOCATE device-name[:],... [logical-name]

Provides your process with exclusive access to a device until you deallocate the
device or terminate your process. Optionally associates a logical name with the
device.

PARAMETERS

device-name
Name of a physical device or a logical name that translates to the name of a
physical device. The device name can be generic: if no controller or unit number
is specified, any device that satisfies the specified part of the name is allocated. If
more than one device is specified, the first available device is allocated.

logical-name
A character string of 1 through 255 characters. Enclose the string in quotation
marks (“) if it contains blanks. Trailing colons are not used. The name becomes a
process logical name with the device name as the equivalence name. The logical
name remains defined until it is explicitly deleted or your process terminates.

QUALIFIERS

/GENERIC
/NOGENERIC (default)

Indicates that the first parameter is a device type rather than a device name.
Example device types are: RX50, RD52, TK50, RC25, RCF25, RL02.

/LOG (default)

/NOLOG
Displays a message indicating the name of the device allocated. If the operation
specifies a logical name that is currently assigned to another device, displays the
superseded value.

EXAMPLES

$ ALLOCATE $FLOPPY1
Allocates $FLOPPY1
$ ALLOCATE $TAPE1
Allocates $TAPE1

$ ALLOCATE /GENERIC {
This command allocates the ﬁrst free ﬂoppy disk drive and makes its name equivalent
to the process logical name ACCOUNTS.
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APPEND input-file-spec,... output-file-spec
Adds the contents of the specified input files to the end of the specified output file.
PARAMETERS

input-file-spec
The specification of the input files. Multiple input files are appended to the
output file in the order specified; separate file specifications with commas or plus
signs. Wildcard characters are allowed.

output-file-spec
A valid file specification. You must specify at least one field of the file
specification. Device and directory default to your current default device and
directory. Other fields default to the corresponding field of the first input file
specification.

QUALIFIERS

/ALLOCATION=number-of-blocks
Qualifies output-file-spec.
Forces the initial allocation of the output file to the specified number of 512-byte
blocks. If you do not specify the /ALLOCATION qualifier, the initial allocation
of the output file is determined by the size of the input file. Relevant only with
the /NEW_VERSION qualifier.

[BACKUP
/CREATED (default)
[EXPIRED
/MODIFIED
Selects files for the append operation according to the dates of their most recent

backups, their creation dates, their expiration dates, or the dates of their last
modifications. Relevant only with the /BEFORE and /SINCE qualifiers.

[BEFORE[=time]
Selects for the append operation only those files dated before the specified time.
You can specify time as an absolute time, as a combination of absolute and delta
times, or as one of the following keywords: TODAY (default), TOMORROW,
or YESTERDAY. Specified with /BACKUP, /CREATED (default), /EXPIRED, or
/MODIFIED.

/BY_OWNER][=uic]
Selects for the append operation only those files with the specified user
identification code. The default user identification code is that of the current
process.







































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































